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AU African Union(2:_8Y) J.3y)
CCP Chinese Communist Party(sisall e suill < 3all)
CISA Certified Information Systems Auditor
CSDP Common Security and Defence Policy
(AS sidiall ¢ laall g (yaY) dulyns)
DCO Digital Cooperation Organization
(Aad )l sl dadaia)
Distributed Denial of Service attack
DDoS T ;
DSR Digital Silk Road(s<3 1 sl (3 yk)
Economic Community Of West African States
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ICT Information and Communication Technologies
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ICANN Internet Corporation for Assigned Names and Numbers
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Internet Energing Task Force
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ISP Internet Service Provider
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maCERT Moroccan Computer Emergency Response Team
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Abstract

This strategic study dealt with the issue of cyber defense in North Africa,
specifically in Morocco and Algeria. The study devoted a theoretical part, in
which it focused on reading the Moroccan and Algerian cyberspaces, based on
the intersection of the orientations of three different theories; Realism,
liberalism and criticism. This study also touched on the cyber threats that haunt
the two countries, it realized that the most of these threats were limited to the
exchange of accusations between them, but these Charges did not amount to
electronic warfare. Based on these threats, the two countries have recently
sought to combine their efforts in formulating their regulatory policies in the
cyber field by reviewing their infrastructures. Nationally, regionally and
internationally, and activating their regulatory laws for their cyber domains in
accordance with current changes. However, with all these jurisprudence, the
global index for measuring cybersecurity capabilities indicates the lagging of
these two countries, especially Algeria. The delay was exacerbated by the

absence of regional cooperation and the presence of Algerian intransigence.
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2°_Louis COUFFIGNAL, La cybernétique, presses universitaires de France, Paris, Ed.1, 1963,
p.6.

*_lvan LAVALLEE, Cyber Révolution et Révolution Sociale, les temps de Cerises, France,
2022, pp.205-206.

3L Ibid.
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%2_Martti Lehto, The Cyberspace Threats and Cyber Security Objectives in the Cyber Security
Strategies, ResearchGate, 01.09.2015, link: http://bitly.ws/DkAm, seen on, 21.04.2023.
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Y2 Ibid.
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