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cT d90hj XxXF ddyQibEeEn LD/ IOHA NBLIr WY wlp ¢r
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Abstract

This strategic study ddakith the issue of cyber defense in North Africa,
specifically in Morocco and Algerialhe study devoted a theoretical part, in
which it focused on reading the Moroccan and Algerian cyberspaces, based ¢
the intersection of the orientations of three ddfg theories; Realism,
liberalism and criticismThis study also touched on the cyber threats that haunt
the two countriesit realized that themost of these threats were limited to the
exchange of accusations between théot these Chargedid not amoat to
electronic warfareBased on these threats, the two countries have recently|
sought to combine their efforts in formulating their regulatory policies in the
cyber field by reviewing their infrastructures. Nationally, regionally and
internationally, ad activating their regulatory laws for their cyber domains in
accordance with current changes. However, with all these jurisprudence, th
global index for measuring cybersecurity capabilities indicates the lagging of|
these two countries, especially Algerighe delay was exacerbated by the

absence of regional cooperation and the presence of Algerian intransigence.
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(TechneSci ence. net , Nor ber : Mp/bilynws/HHup date eisite d e

08.06.2023).
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e yrio
"André-Marie AmpereDy 3BY ppFB WNWTPCXY pFl
mcOgllRHPAMIOF]L £3F FEF A BEHWBF p EHo
FE'YF T OIOF  ws H blc OHA K MM g 10N 6l IO |
GIsYK Wy DkF D 3 g/ W QFeSIAH0T oKD Bl F YOFGGORWD I
6 AK "Wieret133t@W. w BH| r IOF  6Q8jIQOF 6U
OHbF H 3 KAGY blOB %3 CF bIKFM 49 1b gy x A O 3
c T F NnOGFKCHKsGR A pHdA EHFh, oY oM 3RV .4 fyFHm
wny I wrc3kxdyF noAdR BRGFTC oWHIKY D wr 3 X
MY BY FIp QGG iypTy Rt Yebit WiHeR yat®F33iow Y y [ Hud6h 2
"cybel' YFEK K @@B¥D. XAMNB afp 3% HK CxXFOY

bry3 COHTIVRDY WHEMIFE RO Sy HEGT YVB 4 3 NGy
O35 98 41 Nepysorhancer s T FmMp ¢ T ¢ xFCO3F/K

29.Louis COUFFIGNAL, La cybernétique, presses universitaires de Freads, Ed.1, 1963,
p.6.

*%lvan LAVALLEE, Cyber Révolution et Révolution Sociales temps de CeriseBrance
2022, pp.208206.

3L Ibid.
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P b rFOrYKIHANME B H H B p B MFAy/Tr PR BbHh P B C JOF T
W oYty B Ryy dDfbp BB I, Oe @ H S Y ps MpQF FOry FOM
AHBERPAPMER Y BRI B FoLBBRUA TG f B HIF /bR bir |

bble 81 AY6BF B HUSBYs FOP IBF Wi & X F D ¥ WIYIHFENGD
aF CwB HPTrICFpbIS R HbSLITT MG Wk M B T D
D Wy r BUCOFHIbH @ AK Y TebIt B wiF h IS B mMpAy/Ttr HOBH
Mo U x JSlg uifkKn b iy blE®d P 3y WO G Y1 BD3Abksl >
W FOFMBHFOR® F B HUFKTOXFEF ¥ KOFOD B ¥l BkIIDFY y I FEF-
c X F I yTIYEH; B Wy I I MANSSI a bl KwyrA@» wyy I x O
wt O F CcORER3/BGFEDE ©HIrleD HF H p DR W& T x DY
H T 40K p PO F A BeFeemin yo Oa dUFvs (Wy 1 UrOyDRyY riG
W piTk ¥ M F oM iy FAV 3ot i QRYERFF IO F Ip IO K
vt OF WHFOEY B Y% DjIOBH
i i) s
O C F. OB OFh _efBy d»@yHG PrITE®T oH fbhF p CHOF |
_ExXHb) Cc?2O0MOF WONr lOFmM ( F% 3§ tOof
FYJ3YHO oY wdydj) OF pF3y3aKbF ¢cT M3

%2.Martti Lehto, The Cyberspace Threats and Cyber Security Objectives in the Cyber Security

StrategiesResearchGate 01.09.2015, linkhttp://bitly.ws/DkAm seen on, 21.04.2023.

2.0 2308 3 b C Y /1 {OF3 F, pduF4Y YiHIGRY BDF B p H Y MPHC NceYNE y ugrya Y 2GR
15D49 J

3% |nternational federation of Red Cross and Red Crescent Societies, North Africa,

31.01.2010, linkhttp://bitly.ws/Dppi seen on 23.04.2023.
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c Ty by Ter@BEMw [ D PHORLUBEFFODRKO F B Oy * 1
Fy Y TiOSTpuhe @y @3B (e KT mc Ul FO Bl tONmp Fl e /L F

3t U T B wiFyaBpr

_ 020 FRGBHIMF D ThiQH & Na FOF sykOF B /o8 H Yy IOF ™

i ¢ YHOT BAFNBI YK B HTKFF EB \C ¥hIFk B O K 31y OB b 4 m ¢

6 he KKBNM bl %6 ¥R Ol (i D OB B MIER BYm U I

e xF b w9 RGP CKAK]

eTpH]jIrTHOF ndAK 617213 OF amp wbhFpd

. OCF Ot IOF M WHOMIH BOF. e

®.Bernard LuganHi st oi r e de | (Bg¥dter Libyey Eunisiep AlgéoMarbc)
Des origines a nos joyr&ditions du RocherMonacq Groupe Artége2016 p.7.
647cBbLPWF Q9 YF ntOw OCHKWF eB _ nhUUF WWBHnNr K
7.320121 A _ufyyTEVWE® OF bweysi des> Oy 1 IO
nryx-=mto
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C SuQFx Wp P BIEFOFAMIE Db F MEVBE, F kedmBEFTT N8

F BYOx6b1 3l rirHi B2 D, KpFauyyr G ki spH@F/1N FE1 9 U 5

6 € B WDIOE WQEFFolF MtT.op UERD TpOROFC 6 B [y BFYA X F

¢ 3 BHQF POTB HFY 3 O KRINDHEFKS AFTs HOd F Y ¢
FB FMwmmM . MOMNrlOFm OCF3O1TKF _ EXHH
e bOKOF 23 TmM _ FyRp@dYpQFb Fynidm _ d
By B 31 IODj YKHFYUcE YapAyrdT OTw c¢ctyHh

Jj YIOF B®OBHAXBIIEF elpr 3 UIAF Xy YY n 4

WCHCc FegdkF BB 103BY B MK F BBFyHj arr HBpF7
RW4HEHA nAK Cga619)0uwaItl3 FH3mC cavd c(fF S

M 9y&BY O

A Libl 1 HOF M Dy s ry W HQEOFa i@y ]3l@B8 T/MOF M O Mt IOF ¢ T

41J202® 15y N85 DOF QWBF YOF IOF 2 HCST JTIOF ne O Hulyj HEAREC]

“0_Defense Langage Institute ForeigranguageCenter, DLIFLC , Cultural Orientation
Moroccan link: http://bitly.ws/ExDL, seen on 15.05.2023, p.06.
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“LDefense Langage Institute Foreign Language Center, Cul@rnightation Moroccan
Op.cit, p.06.
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page05.
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% Ibid, pp, 29235.
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Z—Scott Burchill and otherg§,heories of International Relatigr@p cit, pp.29-52.
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30

DF
Ul
IO




AMmHYHTwy YOVWHCEOFn 9K W3O bl Or ¢OF O lwk R
d ferie m CHOBMYbKOM CIOF whry FIOF ¢ T wy ly
wiom C A0 wryusbrptigAHiy] HEhR@MOLHysKv W T el K p

dF Ubl 1 AK cckhFWyYs AoHFKFY 39E- R SEIOF me B8TH HHY
*b m CIOF

nvoll YOBs I pF YIOF M Oj IOF bFHA CCF |
Fnj lOF s UTFY sM® n./IHEMC KIFD yesy 2 WH Y
. MOjUIPPWMIOF nAK  FLUYIOF dbfFrsackF
UDj A0 wtHU F ns3bliPmp i PF U JjFIOF Y
aum _ oO3ukF wyWOMCIKF OKFH3KFM agM
cbDauFE TERUORY IR IBB (s _wi T F 3fr 30F3 8o FIEFyMBKE
2%c sy TOF
MF XBXFPKH B Y B " 4 TlA Iy HHSBROF I vy 1581 3y [ B
¥ B _ b wm'GedRolddiNEbuldl v @ YWy kidatsHMergentpais
bCIlumOj IOFFIK P> Fmr®m_ eT O3 pF ndAdK W
ETF 3_3fH0R abfmbd HIENGRhaSxB R fITY'MF ¥ 3 Op
PWoyWmH cbFyTHIOF pFj bbFM

c3glOF  (wy MTUFmMHY3KF wtO33HKF) " WK

afF 33I0F dYFOyX'Ybh Keshéth WaByEpamiOFuwr Od y
nAK _ FU)A0 n QK ©d@WEIORE CBFBIOF A K08 Py
D2 bY wy CF 3 xMOfgenthay ¥ MYy OB Op ¥ B N K IR
"cBHT NIOF" WFTTF QYWOA Liin 9 BOxwu @ LoFbaRees PRS- Y 3

®_ND International Security Center, An Introduction to Realism in International Relations,

UNIVERSITY OF NOTRE DAME , July 21, 2022, linkhttp://bitly.ws/DYla seen on:
04.05.2023.

®.Stephen M Walt,One world many theoriesl998, link: http:/bitly.ws/yQ5p seen on,
11.01.2023

%.Ibid.
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®’_Stephen M Walt, One world many theories, Op,cit.

®8_Arvind Adityaraj, Political Realism in International Relatior@ollege of Commerce Arts
and SciencePatna, india, linkhttp://bitly.ws/yQgk seen on, 12.01.2028p.1819.
%9.Duncan Bell, Political Realism and International Relatid@®RE, http://bitly.ws/yQg|
seen on, 12.01.2023, p.10.
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"%_Duncan Bell, Political Realism and International Relati@®s.cit, p.10.

"_Ana TorresGar ci a, US di plomacy and the NbBbhet h
Journal of North African Studies, 01.03.2013, link: http://bitly.ws/yWkg seen on:
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3 Tilila Sara Bakrim, Rivalité Maro@lgérie : la guerre des récits Introductidfgndation
pour la recherche stratégique 07.04.2022, liend e articlé: http://bitly.ws/yW9k date
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35



http://bitly.ws/yW9k

11.
>|bid.

Q3 ¢T wWrtfrpKp o3ht CU FB Cc nHxg
“dvfF ABF MO2c ¢T _ afF3yT el
QNYWF?2 CtHb . wyrydUlw whryd N3 T
Brx OXéT1 _ WlryYx UUHIOF cdm OFFeay
nAK . wyTfFUYYKOF ngcwm Wt ObIYIOFM Wt
AoMFNIIOF o T8 UMYt UOMr OF  F kpYYC 3
Wt pfF haUF Y9fr1Cj b FHORyeT MOkKF neeyra 1p
PydrsrtOF ¢cT pFOYsgT

a5 aall A ) o8] a8 ;S & il
cT wrldylFYb WFpYb wyNUFHIF wyc bl
6phD C.F D1 IOF M ¢ 3ONr OF dYOFED Yy TOBF wi
CTCjb WIOMF | Birt HOBY JTH 1D EDROB YAB ki FCYY
JB8bwy OMCKOF dfF UwyTtOFk ¥ m KE&F1 K4 yw [(CwIFOI
aCbh wyNUFHKF bFOb B _ Fny Wybhpwpo

PHLHIOF M.FDWBY F 1 Deyafies s FooFpOeR i
NMF TCIOFM wy /TUFHKF wt1O33KF eyl |
Cc2OMrlOF _ eyyxXxFO3ylNOF ey KFf TCIOF
. ( Wy XfF v OF U

o pamall o8l g 2Bl gl) 4y yla) 1 1405yl

PCHhE CXFOYQTf IOF be gk Fed Y B H @111 KO

2ycwy OMmCHKOF dfF Ul TKOF FT AK eB QJy
CXFOJYVILIMDEF CAYAK c3AHIOFM ppbfr halUb

Wy NLF y IOF LI Y105 MIBAWOF CN1 35 U Dj sDig sH

"4_Tilila Sara Bakrim, Rivalité Marodlgérie: la guerre des récits Introductj@p.cit, pp.10
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. ANTHONY J.S. CRAIG & BRANDON VALERIANO, Realism and Cyber Conflict:
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@ 1afF K wtOrMYOF  FYXWH TOF EF W3t WOF O AUDT sy Mo |9 T
eB O3 nNBHMO@Hr OF Oy O dYr UFOg3>bF MMF 31 33 0F H|jf &
ArTtm _ pfrl axbF wWNBHFEM dUF Mk U@EEFld K2R v cbsTFL B OFa 3JJpPi
. FAllTp MY wyBCPKF 41tc MY 6blj 3OF U 3>
202 b FQMTH 9 IOF M. Wy s BF3C) yWIAF M4QFr + n tOF  wj J fF bis|l| ¢
.54-51
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O3 mbayy IOM CIOF Dy JIMR3 kwXBFHB [ B b D 10K

2F Cc u Fuyy rdsg i@y yAQrwit n 3'Citkm Lab T" exar F/Hl|f

wy 2001 HD¥F @Y a Bly OE 3 IOF wB H K Owl3Fj 1y
wy3BUF df Nr gtr OF Hp blEDYEX®E e Bl
6KCI bHT | IOFERFEBE IOEY 4% DIOE € Q03 x C
OH3Y ChFHkM _eytxfgB pHAD _ cYFg
CMMHIOMD eblb 610 c 9 OF XucOMF FelBFF FuByY
280 H v cFFM3K

ey bpHDBMr IOFC yeswsHO £ A OFMCRIS § K BMCF DE
. "EHDBFBlR@IM@WmIE  aF e KOO p ORIy Y
6BF X039 aFCkPg3ghF 3 WOIlr KIF8 .e0r 6C. e 2TURAF!
E F4y/HHEBPO 3 @ y1 x FRYSOM@MAEFYsOMb pY CY ¢ 5

6 Ox 1 @y Bupy HrFOPDgFHE IBELRAN Wh AR D yAG X U

8_Jonathan Boyd Scott, "Exonerating Morocco disproving the spyw&802.2023, link:
http://bitly.ws/Cib3 seen on 30.03.2023.

% Ibid.

8 AnNEuropean commi ssion of i nguiry acquits
Breaking latest News 18.06.2023, linkhttp://bitly.ws/IQpn seen on: 18.06.2023.
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U 23 OcYs tO% € br'm bt BFESRRM ¢ E KitdRFs feTp AbK ubF9 T
592009- 201 B p it ¥ FOwm nafBHPK O

QX CRIB DT OFM UOIMNr OF ey 3OhHh) T FB
ey? wy hryl IOF &SWHIYHIPs HOFy 3By pug FTH
FNy STKk FXOBYYIMFOF ¢ T fFKfFcp pMCh o
WCK O9THb nd9K bCJ/IOF 3®F CHED O]
cbilf 3y AET Qg kFObMUuF EyCOIOF evyr n:
FUyUj b p OCF 22 00F E plFdtUTtOF. "Eisy1t38A FX4d
UUHKWF ¢T dfF 4y Y] 3 lOF 6 S s b2 9 POK sy
20 4 BE 3T

2012031 THX ¢ T .wyKKEHH yd BORFIOMLIMK Yol
WKHT t B UOGEN) K uwyr230y13® KOF( 9bmMF Ur AKO
O3t 7ch . wrIOCFOIOTIOF wylOFr IOF Wp F G
bpFHWOB OB BOHOFO WwWHKF BHAK ¢ xRID2P2 KK
KONb wilOF bHIOF WNUHB pgw clOF 9OF a
.aHtnlOF CUmM 63T ngc WlysrtHe LUn t0a

cT uwupHnf mM3B wrylt pFOYY:"StuXnetd 3 B% g bk
SWKDELD P Y FHRM IO . aFOTw ¢ T wT MH3 OF 29091103 r
r FOF  p H KcQ 3LWQROFc Tb F4E Y HOF ymer T3 briaT DB T 4
LHIOF ¢T YFO3F bPrlOF WIdntY a4Y MEGRGCH I [FMIOF |
NIOPKFDAMWFE pMH3IKF 6BF XO3KF3 pOLIIKOF o&F | HOw
6GBF XO39 bmMY F nxH IStaxney KfpamipHOFW yokTF DU I6f Xp yyHHy
cT crludp bl bMY" uPpFIIKFS eyrxcfFpJIOF 544K o
bbb A4Y eB 6O0D2F nAK . D H Ol Riies e pyd.U"s @ F
O bY 34Ysglie 3bll » 2r1b WpMCIF a4Y bvw _ PCnsfl
EmMOy Y DIOH § BEsHEIRGR pravebiv_pJ 23KpHp Yy A b .UFRONRes
GERIZbR MY B F 0T MYp OB 3RDIF: ber IERAHhnH 10 D YU F R owédi, Y34 D
. $pywares ou des ransomwdilgs CYIOF 6B F 032 MY ETft
(Del phi ne L e guer le veldut buexsnte t ? 14.09.2022,
http://bitly.ws/Fg6F date visite 25.05.2023).
08 J _ XJr.HCHYIEDBWNTFOB ntOw wtfj tOF _ wy y&< 0K
11

.Hamdy Bashir, A Cyber ShadewNar between Algeria and Moroccdyrab Wall,
22.03.2022, link: http://bitly.ws/zsLS, seen on: 30.03.2023
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MN2M wyBsBHDbIj OF MUFHTOF 2y 3b 39bll

2wy B bl K BB r |

Ur nbF ODOCFOTHKFT _ cxXxFO3yhH aHTtK

oYl 2 wt OCF 31 KFY XAFIBRF nhms/FIO WM. Oujiyr rtCF
AY FjYus _ wheBIABT QRO MfyHEHIAGIDF

nMmk" AY nkOw pfrl Ym . 49F fFKpbF
FhpPrEHALTr OFm wyy 3PIKOF wArj OF" n
N MK . ADNFARYPYT Wir mOJ/IB 4dFC3 tY

UIOMNr OF c9fF dpr TB3FIO e KET"'K 93 B " D CH
wTONBe 4NAT Fr b ebllo _ EBDYIxUTF DR

n

F
a

 OTCHIORY|j MY "t MY _ Cy bYb LWIIOMDB 4 N

A ) oy Hhail) ) shaia e A Jadl e rall (A S uad) sl c SEY Qlladll
ey

cTRHY M 2UF ck WENBWF P BIPWPE Usxb,_ Dyib ik es

JrxXFyJHOF e JyAMYOs s gD bR ING AUQH

MMK OblYE®Fr gbopEs e and@AE ¢ x BE DYy BEADS
wyYyb bHc bFOI, KO FAlfYx EODblb Fn

WYMFDY OF  waGIHEg)EBe yCmiT o 91 At e Hi@HHOHI b
93 Fp wyYbs wy OF JupHyr 5 KBy WiIRED 1yaroR

WyPHHj IO cKFragtbF 2y X'Y9IOF FHMYS TF

WY 11 J ARG B PRAKFLY AHBH B YO, A bf ripk ¢ T, LLRV/Ev .S padD

pMIOF HK b .CHllNEDE B 8 FIEBK ChiF B FFguGPaIF T 1 g

W FOU) bMuF WMOYIWF ¢T cxFO}yTrl IOF

Z; Hamdy Bashir, A Cyber Shadewvar between Algeria and Morocdop.cit.

-Ibid
%.Col PEC Martin, Cyber warfareschools of thought: bridging the epistemological
ontological divideOp.cit, p.57.

42

G

=

Ll

G|

fl K

C P

o3+

N T

(Ml




WwhHF p CHFc x4 I®MPF] NOQY®HFD tckDF Mf B D M1 HOR| «
CKPVMEKEABF F " AF YU Hhw e g Om YT ECM 3 fOfF Y Twijpp |
QOCFIOTIOFM UMONrOF c¢T ¢ xFidoywF OBy A
D) s pall )yl o Bl A4) yul 3e) 8- oY) &l

oArhe pfFl axF eB pelUaT _ wxTCj HOF
Whry PM HKOFw/HTF B OBwW bEBIJ4FM aF C4aY IOl
Wt O3 X OPFIrxkwy OFPAYHKF3 gy T3 K WOM |If1B
WKHrte ndAK wyHFO3y AKOF -wy DM G IOF [I|H |
WT [FF ®aBIFWOF ~ dfF y bHATFNIOF _ 4f [ Béor IOF
eB CT1TIOrtOF CyUb FaxuT _ wyNUFH IO
ntm ndAKm . wy lOmMCHOF A pr KBRFM Be (|E3T.
Fnxy . wyOMmCHKF d9fF UB/TKOF w1 O3 X Cc Tlf| w
cT WpHTHTIOF WAB e K6 ORyDESBxEmmlyY Alp b
Pwy NUF HOF|| 9

_ Wy FO3yy O W FOLU OCGLE UrkFsr m&EEH B3
UOMNrtOF ¢ T whpCr KOF WAb wxfF bleBm JiI( T
. (wy xXfF *HOF JIUO

Ayl A yaall doala s A 5N 5l

2T Gj ARk TPGIK® UNCF € kuyfy Pud B ¢ ¥ KOFOYArskom
Cc p B3 fbavP € b I MEDIT pCATSHRFYS 11 LI'A Fyp 1O
~ WYy Prrphy o LG yPRedHEIDS O 3 F T D MIATAR DF r 9 gff m
F Y IOy B A ¢ s RS 3ersBOfF b wy YOF D iy 1§ EOH H|F 3
e bltQ1 LigFH3QFy MRS X HQF 5 HeYDEMRd & f tFhmy & /1 LLF[lh &
 FDOXKENF & ¢ FoRdErve B €0B ¥ 5l BB ZhipH bEAyDy YOR HIIF

% Jeffrey W.Meiser, Introducing Liberalism in International Relations Theori-
international relations, 18.02.2018, linkhttp://bitly.ws/ESX¢ seen on: 18.05.2023, p.1.
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Wy HMHFTADE T @GRV Ygj FHmaAXr Wb wy ysHOMdWMB-FBr Ve 3
2w H0QD GeRYFP i f& Bl M € OB HOp F
MW NIl 98 wtwy IOom CIRE MOFKYLD) e wy FOF D)y
FAbpHHh c¢cT ebllOM WHYKOF c¢cdT Fawmd HKIFT
wy HOm C HOF dFrr 331 OF b b MCHF QJy O e
N rOY YORNMOR wy YAKDIOF c 9 F IR kp F ki p Y OB A Wb
eBM _ WpOpX OBFBmMKCT Fn3K CHAsbPbH
Frnse 3b WMar 3 bmb Dy KOBHWRHIRG y 6CFY 3
bFxBY eB _ wrkplos FrtyY¥ u“uyT FHT
dF BF N Htp FMKE YV K KFBBMV "T DB FLABKFP bHXF 1
p Mr pF 9 OFc ADRT Fredhit@BRY QugiTyB3r #0fy IO D Y § R
eB WYyHKWFO3y AKOF wTt BP p MIBR HFBBIFEH \w KC
FAYmMOT UiOF AN A 9 HOF so§ FORHBERHO UG Uibk Yd
bpte ¢cT wy/IYHIOF df T 233 HIIOMWGe DFSR
2wy HOm C IOF
CKCT Frb _ 9 TO33IOF WEph I HijpcOige /1 U
WOsi rtOF pObLIYIOF €TpfF3tOF. 3 BYUT
WbIBF r 9 8 HUSEDIRHMO keps TE DY pppyTHeFEM
173 3 b ph6OB6R IWGFTSFW R B3R RRes Wy s RS
wyr OF NOF whrpylNOF?2 wdHk 9FM dYF_ F
Wy IOF O3y AIOF bMCIOF eB wy ALY

22J _ X2k BOWMtOBe MOMNr OF ¢ Te yUFEFTTC 1pH
© bF U2 0QFWBIIFHWUDBY WPEpPBF K cT wyOFOyy AOF® wyT 3
21. 01:. 202G Kip://bily.vgs/zdgo
%_Andrew Moravcsik, Taking Preferences Seriously: A Liberal Theory of International
Politics, Princeton.edu,1997, link:http://bitly.ws/zdpH seen on: 21.01.2023, p.35.
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WIOWTH@EFY AK F YUlpF y @By A Y YOT 23bX W
98 HOm C HOF

cT AHY BF &y FNramtaKOR o B MIDF Y OF Oy
A HK ObIT b Ry H@FUWEbF PEOEF &ElF M IOF T HOF m
bHY WHOF ur F 33r FOF o KOF hr OF 391 9J/13 H
P NragtrtoF Oy X'YIIOF c¢T YpTYeDaYsbb
69 TwkFyycl A0 " nAKY nlOw 2YHY es"

Yo yamH bIDA Y wy Ay Aj b FaxY ndK wy Jf

Art Hism R 6V cAHEDKMC firlee @t riecTerl s c - IOF 3
bpFHUYKBFFM 9T bF UFBFO3ObFM W3 TF )
WhFy FIOF ek b9OrF3y KuptrsbtYROF M QuyTrpspr
bFOTUFR c/KY¥ O BDFOF ™ ¢ Hf yH FOFIOFb3bF & 8 ¢
Wy tOF xr IOFM wTpFrOF wykfFTOK
egylGF hr 9410 c CFUd9b afptlxF pHTH?D W
DARSAAOB Wr 3t 8y Yp YC HdThs fiF FMBDHBUE T U A
wy Ar gt r IOF o ¥ Kol r uQFHCFYOR B HRFOS b Owin FOR3
4 F CUraMim KOF _ D BFFHUKy YW G AOY cudl 307 OBc T

. wy PFYTFIOF wrALNOPF 8 OF Wemp F r IOF & g|f

dr BInkrr Peer FOETy 9 Xy TH 3 KO e BIKF B b S HIY Y

YL ErgcF Or By B Wy /Biks DI|f

. wy 93 FCIOF whwyOMEHOF c OB X} ¥ K106 Dy A
WhF KoM _ F 3 3 HOF M bhugtsivy BEFDBLRFVU MIGRHED A K

%_Andrew Moravcsik, Taking Preferences Seriously: A Liberal Theory of International
Politics,Op.cit, p.4.

%_Ibid, pp.45.

199, |hid,

1oL |bid.
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EyAT _ wyylFO 3y 8y yBR3I IOF vlgn By AKB
wy Ar 1A 023Y WOUYsgrls JbCF h> er Ll

wr 3uwfkigTH B olfhriGER@Fogbedd, wy r by Qy Obm
My AF DO Uyy3HCH Kmb 3F mp  OoimTBC Ky yes TG HCH
WOp F K wy B Hblj IOF YBraERHO HeFT Ma@FbpHil Tl
W TF blas OyWQT pAFRND wHKRF BHEHC CHaybr T
19763 3Ry gt HBYC] FSB T HBA K
wWHOM CIOF  WH A EHBMIG IOF eayi3@RaREE ARG
FNYOYBFYse bHyL Ov bafihesUEs pmMOF
bbla eB Wy hrpyhH Y9bCF 3 bMbd3PAHu Vehils h
M.Mxm CIOF Wy kT 4Qhd f i voC KRFY  Lssbh Xy 3 3
MCRUb M CHF n Ct1 Ay K B "KaFbl ¥EHD FBDERLD Ppyvigl D
wy OM CIORYT 9B b bi MHIA cprsC-Y T 11 WIFONMY V1B M T
% VFrtOF ciMHFOFRKEDPEGE |

Dl gl 8 Ll A0 5 jal)

3.3 Wy 4eMLEEIAF OB K O RUDRY OR & KOFOE D 308 FHOF
9 F K ForeiBi@yFAguilCeTRpvpp b b I O KO BX Al B ®
w tOm PRBFD 16 Uy BOHETf tOBS fr WOBICHPBHE Y IGF K |
WAy Mo Ke Bwipkyy MOE B ¢y fRF tOIDKO v By F
yy 9 KEPTBIDGKOF € B Ol W6 iidams ¢ KeveCEKFFD /1 9
W Hof % OB yTBP WOF jily IOF P % RBMIFQF ¥ HIHE M
O ylOF NMeBBlafF D & RewiF IPFYONBHEDY ) O 9 fbllHYifHF) ]

192 Andrew Moravcsik, Taking Preferences Seriously:Liberal Theory of International
Politics, Op.cit pp6-8.
193 1bid, pp8-9.
2123 J. XrBCHEDBW/ITFOB ntow wt | OF wYyy S Cuod
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c 9 HKOF ™ 3 3 KOF 4 MBEpd4GFRy HfF /bBIFusFK D W@ H 9 K
A% n3 B

F LI TON 1 WHOR 8/bA b o DKy FOMFCrHCHRY or 8@FK
W tGF &bl b o B 1Ow T KEB)MTHEEY tOR P % BEHORIEF O )

w K brUpp H T BIEOMK oy W I e iblHDg y dQumLCeOR Kok Y K|
wr 3svéex O g By BUBYT HODFC O a #OF IR Y HYFH Y Hf

¢ tOND G HIBFQNFLD Sl f W B T Ugios By BPIQANN" o F bIT 1Y
2% ok F D ¥ WOV O KBFEKA My WO U F hib

Wy OB DG Y YHIOF P Xy EORDROF e & PR yclyB b /1 Hb

e F K D WHQFy KB MBI kF 2 Xy e DRI O ® blpiw

F N ©wsbly I Y BBHOM F @R E 37D OEF0 /isupIH N H

n AKg elsyldF £® & Twy x KD Xy DoRaFK § ¢0b MOF U | |

wj AWe K nC & Ryy MFIBHOREF Y j SMEYIGF P Y ORBR (|

C O BIMWHI B 4O TDGeQF v A BeppTn B FCH 3 éhdfuljabx F O
2 y_cwy WD HE MR T > RFO = 10k b F" ) [AMHIM K

123 J . X2HChr OAtt D/l t F @p HOm OBF wH F LA IOF  4-4% 03
d4
wiomy § ®p Oy OM  wy B H(blg T P TOMF weHs 4 p WFIBANNCIR R Y 1O
ONS) bprptr lOF 6 BF af 3x IB)p Fxodmg »ounFb HEHMMBHRHOFD 3H F
. 9 BCPHONAM myuhhHmMWF (4 x093 xwF aldlppro ws
. 6nB IKANNF MCK OM K
s UxOgxwF afpUpyYmM _ FrBY3 wuUANsr IOF  wy IRANN HOF
oH9 T Qb HBbMHbHm OYpaFbKRD-N BOFese g N tPr OFH SHFwaf B
bfrtr lOF 6 BF rmsfKukF
ACANN ndK &4tT1 . WArM4YsrtOF OyO cr lOfF NIOF bf AbbF
cT UxO3xwF c B CONS IUgp Fupyo® HOFFIMBKE Yiy Hoyy3HOIMBC KUV Qullyr
. 6 HOF N
CCrAOGARR sfF b wy Yy b ICANSITENOD R MIGF TEKIPFY SWOFF (
. yMp® wAdsIr s wr 3
(Peter Loshin,DEFINITION: ICANN (Internet Corporation for Assigned Names and
Numbers),TechTarget, link: http://bitly.ws/Fvtm seen on: 25.05.2023).
1423 Nryx_ Wy sHOF mF
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wT 033 OF Xy 3T bF w@dm i B HOAK a © § fpHRAD
. WT AGYFPAMOFIOF  wy x F FNOF]

4r BOT IOF pFj bb cxmMO9bllOwWF WLHT IOF
eT MIOF JRYIpIPRK F@MH TOZbF XD PR 2B I 3
. MUHTr 910 ntOMu F wj YRIOF ndK wucCe
HIO 6tfFanriOQF 3IXBFNIOF I3F@w D B"  bH Y
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dp HTUWABFcAy BEY COKOF 3K
UNTWOCFIOTIOFmM UOMNr lOF ey ? OXHSJIOF
eyj IOF WM M3B30EDECPYT IOF P33 IOF

CNnN?2 rFnbrp3y3yYXw 631 6K c3OF d9F OB F ¢fff

MO CFMIAOFBIOJYB F AXY
Wy HLHOROK % F O3y € OF wyr tORQYIEAN0Bm F R
b F ITAKF T @ lOK CHEDI H iy KOFUDr Yoy AHERFTe s Ha RV
4 r B H/AMITT POWF QU STFPIPPRAFH O D Bl BDIOVMF 1 A5 R
wB CUsr IOF b wmCIOF6 e iiShserdE B B B R bri t
aFF YCIRBOYy * Db FnanydK ObBObm _ UxOgxuH

. €c3BY B» QpFA puy FYyblpo 3GTY uynl
123 3 . X2Wr Gt Oyt FOB ntow wtfj HEOR jwordk Cupy
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199.safaaKasraoui, Al geri aos News Agency Accuses M
CyberattacksOp.cit
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OD3/1T c 9 OBMH o MOBIYY) VBB & r YOFH Tony B BFr
NGAEAM b FCaBF 3 4Ff B H AAGADRM" MA K p3 rvbH
WiOF bm ARIEPF o Hd PR Mp HF | 9 bF 400 ]
% B H YUIOF

WopFpbw cT e suRiBEddeFrt su@hyid FOR@soF I |
M. ey3AFHT IOF M b w@¥OH M HEOBHS P YOFF e F
Wy B H blj IOF O y'DistanyiHadris' r"ECFp FXxbl's B#srs M FH B |

PFYAB pYp nAK IJCAMppMEE"TimasWed Sparitl p
M orjr O IOF O FEOF ¢

_Amazon Apple_Google : WCj 9r IOF dF TBbHIOF ¢ T UDFAMIY? wy +
wY A9 bs _fIOMO WBANG FRabeOR WILIGAFAM agMicrosoft Facebook

Google Metflix Mmazon Apple Macebook : wy blT OB Uy F F y T H IOH, 3FbiB3HBH
CKFrt 23bll 2 N33310 OHT IOMMEesofl @ Netflexs 20 yr IsiTF
BAANG . YBORM2\c eB ufHrt rifdhc 3R] HRes bMAIRK Ljx AYbw VH YR BH b

. Oblb ®HTFKFM Fnbf KFfdFLbOor SHKO ByEPETs GFERAN Y K

AMZON) m(¥BphMeta (META) (Facebooyym AAPL)M GOQOG.E) e ESAFAM 4 H blg b

. WFCHF X wHpHD cT Micogotm Er

(Cory Mitchell, GAFAM Stocks,Investopedia 15.09.2022, linkhttp://bitly.ws/FwIH, seen

on: 25.05.2023).

"Edward Snowden, in full Edward Joseph Snowden p H 3 B CT C Hath Hps R RpppaF
eK HAJr IOF m bupyr BIi|O B Y RYCY B 3QFP rdipR & & BOF X ICy EOF OB
WHOF BM cBHYIKOF eBuUF FKFOtY QPOARF/Kr OFT Il 1HO p
wy b APIOF M _ wB H blj OF wrArt0 pOlFfIOF aF CbNSALF
nNAK wHAtTrOF 9fF ] Yhar OFm U x O3 xuuFY ni 3 NcAbL, i HIH

. 9F YIOF br IOF e K ToW biSDxue=  Grmm 3 roloms

WCr O wefFUw oTOhb WyahwBHFE oussH M yHOE-T Hbi © YF3msTx H

cT @TOHh3OF CtCrbhb 6b . OnlY wXuo#EHPEFsD ab X W

ApH3I D eybH?D D30 2DPUYIHHMOIOF ETV COOFF QXIBL Ak |
. Wy HBmOIKOF

(Michael Ray, Edward Snowdelmerican intelligence contractoBritannica, 22.05.2023,

link: http://bitly.ws/GTjv, seen on: 03.06.2023).

11_Christophe Bezest Maria mercantguérin,St r at ®gi es dbdéacqui si ti

le contrdle des technologies, celui des corps. Une analyse inspirée par Michel Foucaul

91%.10.20211 i en d ehttd://bity.wd/GKBW date visite 09.04.2023, pR4-33.

-Ibid.
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118 Constantine J.PetallideCyber Terrorism and IR Theory: Realism, Liberalism, and
Constructivism in the New Security Threatquiries journal, VOL. 4 NO. 03, 2012, link:
http://bitly.ws/CHA4T, seen on: 08.04.2023.

17.0Ohman and others, Critical Theoffhe Stanford Encyclopedia of Philosophy(Spring
2021 Edition), link: http://bitly.ws/ET{J] seen on: 19.05.2023.
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http://bitly.ws/KFEg date visite 07.07.2023).

140 Toms Dumpis, Cybersecurity During the Pandemic, Morocco in Top 5 Most Afflicted,
morocco world news 15.05.2021link: http://bitly.ws/zqjn seen on26.01.2023.
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UDMTr IOR 202 WP BHOLCIF F K OT DU bF rc)T cc bl
eMRPAIHbOMmIF ey B Cbgl rn®Bmug MEw pedF g F I Y
Mo j rtoF Wantuto WpF LUIOF| o

WbIIYT 3 bALIBYyXYy buF wlopGORF PR @F DL
JrrtntlO FHYONbh CU b bl )6OF. 7@pegh@u r || r
POUbwYbmPHIOF IOF ¢ T OCFIO1TIOF fFny Ak
KONbh 2yc _ wrlOfF xOF w3bOr IOF 3dT 29| b
wilr3s? wlIIFOOF w3bOrtOF c¢cT BBMN4EK
CbFnilOF 2B GlydHYs 2o ~ wliBF PIR2 . B¥[hO
MbHrjor (IpF

c XMO9 bllOWF "Ten® MitdF: cAHCFFORpy T BT e B u ||f
F nt 8TwerdVBCrof ¥ KR Ty OftbiFe rLTHBOCERE K Wyipho
waFOF Onl uF ¢T UMONMOFE&B TOT k¥ O 9|l
cCYj b Orbéo¢s c UbPIHEIIFDDRIDOK ceTs [||n |
cTiKmy wlIPIRACEROY X Ye BUF e K pH3T IOF T
6BF X072 CIl gbF . wr yTHdndbOficro H@W_jlr JOFr ([iFhH
ngc OfrmhmBlKédpHI|] b wWOHT 45 BB OBy 4
DFY UXDDO®B® BB HOMH T Trerd MictOwl Jb3H BbryFHa R
c Bf BY 3bll 2 wntus cxXFOYyTWBI¥WHE| B
QF T Bér OF N2 WOMBmM _ wy 20Mr OF 4 T
el W INTe| 1

41

4L Toms Dumpis, Cybersecurity During the Pandemic, Morocco in Top 5 Most Afflicted,
Op.cit

42 |bid.

143 yahia Hatim, Malicious Emails Represent Most Frequent Digital Threat in Morocco,
Morocco world news 16.10.2020, linkhttp://bitly.ws/zqou seen on: 27.01.2023.
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b F @rer@ Witro Morocco ybOIl KO afF NKOF OT1 Cr IOF
QHY Hb .@O¥DYI™M wj CFT bboid Oy 3b 3bll 3
WIFt 9 hbbF 3tY eB FKM]jI M wys3sBukF
WTFN3KF AfFUX WTFrc nAKycd¥bBYORD W
M acCbpaslrtOF CTONb wr 3
dFpmMp 6y33b ndK UONrtOF c¢cT 9fF b
eB RypIEK o¥iuwbp | W LIHEHRCHEEBHC pwIHB ¢ Kv UC 3 Yes wp@
CXFOYYTIOF eBUFF9RBF NI xkEXYTCWUBF
6Thend. Micro gidu fm.cri® W e FOr COVID-19 bbia W O
oLULOPDR2A@AFKT e bmMuF CHE3MORBC TO YCbrYl
COVID-19 wj CFt O3f1T a4Y 33U 360w} 3 Yy
Mb23rlOF eB 93r NIOF n 4
nIOMuUuF w3bOr OF afF JIOF e B 22X ApK Ol

WipC™ _ wrxy 3PIKOF dFry tTBOJNKF Yrr tk e

UOMNr KOF ¢ T EF 3 I0OF wKadpEsk@ wh Y1 n fOowh
JFbl WBF BEE Y TULFHIOFS KOEOM ¢ T ¢ xFD

PFIY . @yDBDMBYYIOF wj TFblB 6BFOJ3 e
wn2pY 3b e w¥olX aA4YwM 18aOH M Ow KO
Kkt 2 0n My Asa b WodntYm d9fFr Uy 3rbh O3K
g cTuy 5ieH e K ¢ TIHIC u@j rieltuFdaGhes fKHK2 2 e B
C wWAAT X EFWFE 6B FO? wl TP 4 % FWid kAYR g
_ aFXbIWBOHT j r FOF WO Bt7y, FhaB&E .CEB A1 H NH Y
p M_IO& pE'BMIFC Fdbbe dpt K c TR pkKaspersky 9 Cn |

144 yahia Hatim, Malicious Emails Represent Most Frequent Digital Threat in Morocco,
Op.cit.
1 Ibid.
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eyTETI AL BBx " Fr3evMufB TS Q@ pNklPpbhn b I aYebir
eB CXFYWWF CHh3KWF Y nHw wbhbFkp CHOF
31 bedRHFt HEHIC Fyhb Oy HeaIFIRChe TR KtFGT 1o
M bHrjrtOF Cbhfn
nAK . wyXxFO}yTlIOF df B % /A WOFOF e glAlyK
F BHAJIT OF 63 kxn®B 4 c Ybbr A OFOF WPy C
wT O I MAFKIFC A 10 ¥c O gp3Hr KBOFC yFTHGEIFRBHSH X K
cT CcXFOY)§ TV IOFMRecél YOI BET Quy O Mr IOF
M2 0agKkK
wBfF NIOF wtOTCrlOF a4YmM _ wBf K df [ H
O9b AfF3cw UFUYKY c¢cT Fngar3XY WTFT
AYpYL B_ M FERE B c ThHas BHhnH Fp FiguFeK " p p HGO" baviH T K
w3 ery Iy XYGApAK R, 7Y aidh c 3 RiDesd OB TIOUWOCH
MWy BHblIj OF dF ¢y n tOF
YpCHY _ WCTCtWF drrtnlOF N3BMmM W
nk@aAHli x1 8 8F 11 32y0R hefBK _c T6 2ulg B A MOF WHB X110
Ve FC TR YU | TxuDICHERm CriEDIGHEY. Wyt Oc  w/ly 3 A
OD0TCh Frb .ChFntlOFmM EBbBfFYIF d9bfF hb
WU e A e K> HihcdEHpt K CIBRy ) LLF 08 9b
bprF3bm bf HBpw e ®BSSlkc 8m D P blHOdil O O 4

NMyrt cT #)chphbiolbw B uayrB3HIBIQFIOFL o
Mwy 1101 3 OF ™

140 Toms DumpisCybersecurity During the Pandem@p.cit.

“WOussama Aamari, Moroccods DGSSI Detect edll

l240821,Morocco world news 09.05.2021link: http://bitly.ws/zqn8 seen on: 26.01.2023.
-Ibid.
19 Ibid.
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et AN ¢ Tuy LIHEWS SEMSYN A fi KFOYQ¥bYH THIENL, FBX
At D AFROMDGHD URC VB whp RS WHidY RN BeruF by
bptB ¢cT WIXFblB eylj gl 4dF myxF B3
Flxw AxXYl eB aHXFEINMPOK Bc Ti AKc )
CXFO)YyTFIOF eBYlD OyTfFp/lB UYMM _ pbl
eBUFIEB IB_ W LIF ORIl YbR THERK G . wB F 1IOF 9
ey? AMFN3A10 Wik ARG RO ¢EBIND
PeyyXF TTOYOFM WP A
Letian (50 A Al 5 )
U MF Bt H OBLF By O Ml KD Asyy B FOONREDD HBRE
nw MY 6CFOtIOF UWHH6 lop/ 1oR I HBeIPH b ¢
(Wy xF O3y WO @By p CmORyBHF gk EBYy [ IOF 9
bt rOF MN? ¢cT wyxFCys whFpC?
Société Centrale deyt O bOy 80K 3 OB | Ugjoos KegwFhwrbBH H
wt p pwy6xFYIRY M IODR R T B B Kéassilirance (SCR
OQAF brwoFFpMIREb F Tt 1 WOF FmMk ¢ T wlh BHIT
PXGRQF M O HplOOBN 9 F Py Ry r KERsH &Y yrEFBRD >
6@ T WTFrc pFRCT [/ KfFHBWmDPHEOIOF F bl¥
b _ Y4F BOT IOF CHhx eB DUPNYdrWIY%hmy 4

1%0.Qussama AamariMor occods DGSSI Detected, Neutr 3
2021,0p.cit

WALt Wl ¢ whFpp erylOF : wyxFO)yy Tl IOF 6¢F 3%F'1OF

€ T lptp:/lsearch.manduah.com/Record/1060613: b fF Y 2 BE §ybb¥FepH AT A KO

4. 325. 04 .:280H233C

152 Brian Brequeville, Les cyberattaques, troisiéme risque percu par les PME marocaine
(enquéte SCR)MEDIA 24 le boursier, 11.02.2021, lierd e articlé: http://bitly.ws/zrdn
date visite 27.01.2023p.10.

D3 K e B b DEGH BT e #Owhb F Fbh b FWPN)Y F ukhbfy 3 HQBYPIORTS T K
AFK P W ald iy UsQeF O wHHR PIR(VPN) WHF POF  wT OKF 3KOF whbl}I

@Y wHrF b IOF U x\OPH »aufFC by Bk D TWHT TF 1 .c 3 UIB) FOFU » JFI3mXiNF ¢
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wHYXHB Wwlr> F T CrompRFREEFOITYH IOF 1 w8
3pb FHj OF

WbOl A0 MCCFHTM cXMOBDBIIOBIHT eyp SYH
XYbF _ "nFpHptOFrokCFs xpFT 6MAF PB" bHC
2yc emnyKFABYEWOF Fn33Fb a4Y eblr
Social"wy Kfr r g Tt "Résomwatksym OF DF > e syfy 30p r O
WpF Y o6 BaRHYIOFc ki BT IOFB Y '@ angifearingOre

>Malware'

FB ““PAULCBISCHOFF " PHI y?3 bH??" b 0 ]
B cxFO)yH eBY¥3I(OPL BY

VPN 9 BC> ppmdB eB CT C/IOFWiHEF byl w9nk ik FoF e |
nNAMN YFBC> Oyl CrsNt uFYdRrRECUYIORM by LHH XrHHraK
. bfF Abbil0 wiP3 e DIOF 3 K F ¥ DOEHSW MBNFTUPRIR I 91T b b
(Becky McCarty Whatare the Benefits of Using VPN Encryptidnford collp, 17.05.2023
link: http://bitly.ws/GJd2seen on: 02.06.2023).
4Kblg lOF wy Ar K n 9K pHT 3 $Somial engime@ingtQfy KipsrKg AabHFt ny
6T fFanRCG®Fs BF Fnxw bHUX A4Y Y9 YTON3KF WOUY eH
. FNYy T wxdObPr lOF 4 BHANT KOF MY _ WHDBF] KOF WO n1
:chdoF ntow Nt OT WWOM c¢T 43FOFM _ wy xFOjy Il
003uF wys34YslOF O3OCF BHCKOFIOr upiCprF BHBKOFF - npat KN

. FOy3Db FBFrskfF wyKfprgstsvsF whC3nlOF O3> -gmO
WGy AKOF M/ Eme c i AIOF QCRDFEAF WC/THY WCK ndaAK el
W3k . pmMIOB WwWrAb 44d9rNsbh UxOgxwFkF c¢T 9F 4y 3T b
Jbb | nXY?3 wyj LJIOF afnTtw 9}553(:@513@5#}@@%3&:

. wyTCnalfrOF WYT 3r IOF MY b ACH gujyr ck@FH ST (
507 J J. X2F DYABIHANT IOF e B Yc [WTP Y IO &
PF233BF MY _ 4170Pbh MY Ertbh é&Mawarg ) sWpeSFrIR o sk
9dr Hm Reylogeedm spywéré EF+ 9 lOF 6B FO22 WpF LIOF o6BFPH
S5.5(. 3 . XZFTB HAPNOD BIOF e B Y cuJTTFOrUct@F F
SFfMC Tc HoHR PRI KDHHIFeuF KHY HB N [ 38 pfivComparitechds) ¢ THJ B bHITF'™®
War 31 ThGuardian farb®sy BBE Mew York Times WM ¢ T Fr 3 wy K
FMK HOF> UmiDaeYnuF n 0w bHHHIOF VK Y9Fx5Y3 2 PaptXyYr K
CUNIKF pFCB nAK F Vethdri®siachpd) KRE\SBET KPHSIKT.eprtTd Wi 4
My AK pHY/NKOF W3blrt . cxFO}yylNIOF cKHIOFM wy34
pabischoffi ATkvitter n A K
157_paul Bischoff, Which countries have the worst (and best) cybersecuritytaritech,
26.09.2022, linkhttp://bitly.ws/zsEE seen on: 27.01.2023
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peY OstblFesuFUOTHOKPG6 O e B O BV p @ijHHbH ar K
FBdbBn AK UnrShi@wd) 2up@veps f U, . 6 KOF /1 FOF
POy TFUEBK pHI| bo PRIEE sy /HOI
b1 TAWABHPYIOFH wtpCr IOBCRIYTOH T D
21 . 9DCFDOOFAFOT W) wrxy 3bOF dYfr vyt
cBCh3alB Wr3t puisbh 22yloF eBOIH .KIFS T3wel
- UWOMN4 KOF8AFBK 33pMmprFabHF) ppF HBe D)

YW 35 eyyOrpenyd bhbOr IOF OCFOT K . 549
oY pF 25084 wi BE P2 bOr OF ¢ T W3I2JASWOF
P xFOY)y lNtOF wtOm C IOF eBY
003Y wWhFpp nKOw MNHTOKF e blztOM_ C X
Uj YMY _ 4THIOF n 49K :2ronUiH® _nufikKt raokq
eyFNEhbA_ 0 WSS G, pp/B SHIDY 3" Comparitech wb O |
N peY3AYF drtpdd Mars3Rd dhem .mjayiv n HuF Cysh 34 Mo
ndK UShc cItOF gFCHAYA01 QoanIdKH Usg
nAK ey3stpCIOF e §hHe. buEI peYUppERraY OF

wbOl MKy pMBaiEn A KF, uHg u) 3RE FRMA Woep
ebltr 60 nxYmM dfF ¢ YIKF esB [Canpariedh W

Wf 3k UxfF ®OF UHIOMMWB dybDF OF Ny r T
pMIOF O3 dF WNJ3KOFmM Y9bfrptrOF eB wkK
dF Yy 3 hbh F XYl XY _ pF 33 Ky CcAR KOBEHOM|
10U R OX preYORsFN A s FOX preYauFes FC ey nfS¥MIO
%} Zy8h b AUFWER b, K SHI ZpnCHEReY YFulBEEDTFt HHO3KF

izz Paul Bischoff, Which countries have terst (and bestybersecurity®p.cit

-lbid.
' Mi chael Hill, AlgeSeauRadk€dubtLegasinCyh
CyberS e c uimfeesécurity, 07.02.2019, linkhttp://bitly.ws/zsGN seen on: 27.01.2023.
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urob N {1 YU Shcm, Sy BROER FDseF¥YRM 10Bv A FTd 4on HapprenF
F oy FMBFAR Yy F n A0 pFCNg BbFM wHHT j 1|
0 o FT 372 U o FOK pe YL FEvEERE WO LyRIEESY HEE Tarypl yOw
.C Heet S U o FOX pre YLyl eI WTRIRSY Hen EBMIN ke
WbOIl peHI G s« BYIrae IRNFSIBIHRb, LLicks E b Aim
_ G T U OK preYOxtF uir iod & Fc 4 arpck Comparitech
WpfFr xCHFM FC3bm FIxOTm _wt @GNS
K pRY bMIRIMY ey? upRi Ul BT g i iod & F UG 7 O FroHHD
Y K TFg x
wyr KOfF THOF d9fF BFp CKOF 3t a4Y eB 600D
FTCFp B22b c¢cnT .cxFO}yylNOF UFTC
cYUYbm _ wyr AK d9df BF PN mBAKD oF )y B K
aHT DOCBIKYOF avY . wiosj e Aud P PX X
cAYy CFOPBWF ETFNtT9OF 6BF X922 9. FOCP. 321
N3BY liyloeYyanDEFOHMBF bmYy s AFegasudF M
wj yLUY eblr T _ WOMNrO®F MhBOIRr JFOROFH ke
qppyyUtTOTw brrl c¢cT e \Wbgagud BOFT QR
UYpky bTFDTw cT eybpprptHOF ey d9f Ubl]
eT ChM WAFE pIOHBR aSVBITF Ihy' OURUNR @ 1B
JbhYHIOF M wy OMCKF HYJNKF wr 33 B €e8B
®*0Dynil sOF wr

Y“Mi chael Hill, AlgefSeauRadk€dudtlLensinCyh
CyberS e ¢ uOpeid |,

162 Abdelkader Cheref, Is Morocco's cyber espionage the last straw for Algeria?, 29.07.2021
link: http://bitly.ws/Dzec¢ seen on: 27.04.2021.
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Zoa Al ol ;S &l
nr 3/TFOF oHUYIKWF NN B F3BF3bhm _ d|xF
ey hIOFmM wy blt OBUuF WCj gr IOF fOfF wy KH|F |
FNOFtTB ¢T Y9FOMNX eB wWhF > OFF BIH KKV
wy bMOYyYIKF aAFCTCIKF WNUNXYOM eyyr LULDJPF
ey wWwbpHTl? wtpp UMFO3b FToeibw WX
MEFODHKF FnanyT bHj 3T ¢ 3 OkjvbHFRY SHOFWBIF I

. W ATMF epy FKBRF H(IB

FAKFHXY wWhbFpCHF YOMF3b _ FKPFHOY
W24 XCHKR)IOF 1 A Kv ( FnkCwyLF YyUOBHO/ BRIy p (I} €
L Wy X Flipr K

il cangdll ) 5if - 505 jaal)

6ng O ARYOFe TBHIOF CY wytpfr PIOF |lyy
WNAUFHB BN yVBoBUI®H tasf @b F b mpiamr eyt
erY 6pCyloOBMEmMr 93T CObFK OHF3KI[IP:
Wp 4 Fm . OCF D¢ 106 ApyHERF imIBNOBOF R UHHIRD Klfy C
WOy xrb WI|PM

wyr POWF wTODERFHSek)FFleEy K F MM €369 K|l F
'WIpFMNe w3sWFOU" 6n3r BY eB wr ngif
B pCFHIIOFD 1ixY WOM pYmMY ClUm D¢
_FUYWF c¢T FfFRKHuec plFp3avkC H, oDbrYIOFuyin tO|IF F
Wp FCHIO cr BOIOB3 OF [ F G b tPF HHcHEF PAhy|faH
EyCOIF eyrnsgs _ f'WEEDBDE" "oy Kwy bh
EAt BEXfHRAY T_ . " iy 3 A FcHbbl 33 9Al'MEC @Fy@mm
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6CF3373 pHArTtHF Mb29w 63y Hh" WXFY
1% 4 BFE 31 IOF U LUH
6b _ OJ3r THX CcOYyXFEKpKIOKE mpOmy E Y|
w3 oL wKHT ICEEMI 1 Wy B OFIr 30F2 4 b MF Yr
W3k W2 O3t V@t OCFO1 IOF  wy HOFFrilkFwm
Wp FCm YIKOF UM . wyr xOHCHIBEH MRRCA/HKD KaFX Mops
U3 AM w3HWFOLU eB autnlO KONb w
QCKfpHAbF JOBe 4T j 2mM . aHtnlOF CUmM 69
Pyy B bIKILBY GOF MN33M wyBHbIj OF MNUF
nAK c¢c Y3 OEDWmkF SGrrmt nFOF oYl 2 wT
oMphHT A8 wWOp Y FIPrapaH? DHE X HFAOHTFO
WKHTte wIp Fuwsd WBHFORL DrFeG mybpBIKO d
MUFHT IOF 8FO1 KWFHHEIWBE FFn3B F HHT
Vel adtk N fp_ fr oonOdHFaHt rHen YAKOM . Ok wpHbd A KA YT
6LF F@DF e@QWHHBI YR WOF . ©Rp f I HOF AT K
ODTCR0@DHEFE YT . wyBHblc WI2MBHOB BLF D 3
Cystagad UONrtOF _ Oryj] A2 prr K _ we
D CFO1OF wrtfFnar O cYH
Koap2asH UBROMNr OF WNWFHr IOF NN g
POCFIOT AHFBHBR KD &€ YOB @y A DB F 4
wyrlbh Me WUHTrIOF nA9K pIOCFIOtIOF 6
nOw eTdyl B _ 6nAyUHb AHYXMO9g blHOw

123—Hamdy BashirA Cyber ShadowWar between Algeria and Morocodp.cit.
164 j;

-1bid.

8% |id.
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F XFYJOF eB OIbh eyTu®CEHDWFNE
O MOr tOF drr 9bm HOM mcIT3
aHtn?® c?20MNB cxmMIO3bllow WMUue PFCh
MUFHTIOF WM FHrtrk 60XY wskFDH
afF DFOF IOFE 9pFj boitO 20 HPDRF T Mk H © OF
1 x F@AR@I™MCGEM) wy 220N 1O

UycT6K AYOCREORc Wb y B Oy O c3 /it IOF 24Tl 3
UxrF bm . OCFOT IOF M W hEidmKROToC ERFEPX D b H
MTHUYI D AfF259F LwE 0 8RB D Mr @HHOW3 1

% nss
ebll0O . OCFOtIOF pFO4YIO CHYbh #bpryl

M Fh®s a0 Fdp SBIb pARaYnK dpd pHOwLT| ¢ T WlEHOUEED
MF YOY wFYx &uwbB FKOFD MNEFAGHK . paSphrvD ¢OF O t

m

¥ 0ag930maT € WA OF 3

W3 n Mpt FHMOb F KIBHGFC IOFeY 3 9 & h/H$ FORROF
. BB K T DWAGERD ulfYex E Oy 3 B6F g5 5K H T
cr hbOKOF afp33KF ebllO . FnlObillg BF 10§
CbM@nr OF afrnbfF? WpfFH _ d9fFr t nlOF

iZj—Hamdy Bashir, A Cyber Shadewar between Algeria and Morocco, Op.cit.

-Ibid.
%% |bid.
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UOMNr OF akFCkPagahHF nMpIOB eTCHAJNIWF ey
e T CAYOF ey EYbIIOF UYRYTY EBH#]]
FryT WOKIOHOFKBIF I©OF G4 b OFYb OB FHJ
e AT

M3B Or sl r IOF I %R 3Bb HYCHRF Fie
OCF Ot IOF FuxyDBBIT BF QUAIREKF ciTAK  wy 301
OQr K _ WCj 3r tOF 6BLULF 0oCHK wy200MNr IOF
n L 6 Kp 21084 yrHOHYTT cO6TK FC&KFpy j_ X b F aC
POFT /13 PbF 96 Hlj}HFOF YRUSD'T § @ HHOF Ibh v | |

bmCj) OF 6y BObh wydAr K pOthbh fFaxY 2J|f

eTCAJIWOF ey? Yr ULINOF WUy OCFIOt H
ODCF Ot AOMBMD . wTt OCFOTKOF _ FHtTUuF ¢
. MOMNr OF 23K Cfr MIKOF 4
cTwWYWRPIYyYy F OFRPFC yUA U hHY yw@ 3% yr Ft BOBOF
UOMNr IFwey P9 AyOly WBF wAl 9 Tyym peEAHIBuF:
drr Tt nkOF MK oy3gb . wrtCydAUsOF DJy
X Hly x FDHARETIOE W R e K TR B aihPFO

wy 3OMr IOF -uyyr IOMGIOF Oy BF WLIHFOF 9 F Lbl /1IOF Y &% F k
aHANIOE 9 Yp F wy/lsyrttOF. LHF 33 bir OF 6 AKWp fbsF IMb3 y amtO 4
61533 20222 22CFIOt WOF _ wyKF
17 Hamdy Bashir, A Cyber Shadewar between Algeria and Morocco, Op.cit.
FORF LigbpT RIQUHTEDTX HPA. b Wi ckv, ISP B e OFWD o AT B Y F '3 Y O
Qi TRHOGHLT| ¢ TGA L AbYZ /T niDp uFoA hriek Of T.HGBY&K SPENL 2K AHHbaYC 3T b
Oftvy U EGLNK UyBcd® piY 3bwiGeuF WNAKF agHblh A4Y pOYIIOF e
_HBFT F3ybpH? _clOpB _ ORhB _ FYy3yl _ ExHb _ O
nAK wy T FOR N1X A TgRFB WD @/ aRBgeasld OB KB _ 'O CF O
eyl 1Yetid 68/2e8_OFPEDB dKHtBeyRy TR YT CF BUF ey XCj 31 IOF e B
6nAb FHIY O0203OF axuT _ clOF3F9mM . €lOw _ FH
Lt YUY 2P FXKer 2 HO be S bRl yh b, wiiGeL R HOTHUWYA ¢ T & SFEH Rb.3F Y tOF ¢
.FKxpmCc nKw Fn
(Arezki Metref, Al g I® MondenDsptomatigad Mars 2@l4, liea dea b ¢
| 6 a r http://bifly evs/HAvi, date visite 07.06.2023)
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dfF BOj 9 OF CKuyahthF HereAd Kb CEOrH@F?S -nadFKC y.r
Wpfrl b A4Y potOrtOF Oy O eB XY ey}
9y B WO®FAFY HWOFOF ¢ T WpFT1TIOF 4Y
wyr UOKF FyTHKH3bIIIOFM wyTCj

Wy XxMOg bllOm UOc el 3 DN KBRO- aYp OBE
wy bFyhP PFCKY XyU4j sk nAlbh wtOCH
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204_Ciaran Martin, Cyber Realism in a Time of War, Op.cit.
dF B H AN KTertified3ImormétldrC 8ystems Auditor) CISA Wp F n ICISA®x b
wWwHF PIOF dFBHAJITIOF FytTHIOH3 blb wr 3XxYm d9fpy34bh
drys3Ub WpFpwm wr bHc 6 KCI8 WphY e H AFBNFHPHHD, [F e
DT Ry i O™ by Kl pHsfit Heyh HH@BHLD SN R bHj WL YeBd A H A /11 KOF  F
bflnl A4Y c¢T 43FOF HK FMK . Y9F XFy3IOF wtprrcy
M3e ¢cT YrBHAM Wy [y ¥ DEOFOR Wkl T IOF L Ok u BKBRT B
e OCHDOhCHim, WMwyHOF ¢ PFl 9 BF 6b FMw . wybOl OF bF
. wr 33r KOF ¢
(Adem K, Certification CISA : qu'este que c'est et comment I'obteniCyperuniversity,
14. 03. 2022, http:/lbity.wsiHBmd data visitei0c06.2023
208 Ciaran Martin Jbid.
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P 03O8 2BPF |
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aHAWDMHFGIWWF anHANIOF M dHYj IOF wydb _ wAlpwm

3B1I RO 1Yy N8B F t O Fupst lOBF
%8 5oufiane Khabbachi, Maret| g®r i e : | a discorde Ju@é nvi
Afrique, 26 . 11. 20 2 1  http:/bithy.esnCT8Welatd vizite 12.04.20R3e :
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CTCj glOF it

wy Ut DTy F*"QGEM. P sCpigF p B oktOF KB r 1 HOf
6 T P YIFDVC TR ORIENR WS oI LLHe eyl b bol

234 pIO9Bp CNH MK anHtnkOF aoguT WHOMm
Hyperborée" wbO | c T CHK&/TareldF ¢ SRy [CICHDF D 3
cl 3b Pptl dYmt stomy tybFIadhseis d
eB eblrgTrt Jbbl puy wrh4dx WONX 3b
FAXY w4y 4dj OF 33b _ prFAd s A Tc DbIH
zcl’z:ﬁ)ci);ﬁanel(habbachi, MaroAl g®rie : la discordeopschinvi

Confédération Générale des Entreprises du M&@&GEM->*
CalMs s eBmM 9DF OEVHIBKHLI 4@k WM TcYIh . M OMNr IOF ckT JF
CGEM 3rjwiy KfFrgtsvF drpl PoérlOFm _ F bOT IOF mnymF BIKO
2t9Y eB IOr 1KOFmM wyOMCKFM wy3sAHKFM wyrydlywFk
. bF r KQFF HUXFYS4I3 |
(La CGEM, qui sommes nous, l i en dhip://bithpves/Kltds, datee visite
07.07.2023)
dbfF AbbF bFtB ¢ T204MFK 3 ©®MFypeipbrae Yasvisarsn B3 |
drytTysSBDKXKAORGTOOFT CHBTr Ak . @ DOTWF cTAF Kk OUB WY
OAFPriOF WpFpw mM&n 9 I hipr OB
FTFLYKOFM wy OF ) OF wyty HFAOWStis B CHHF LI Y HOBIT @ 80
. wBfF NWOF dfF PFylHOFmM wUFTFTOFmM eBUuF
(Hyperborée Advisors,Linkedin, l i en d attp:/bityavs/KLaXc Hate: visite:
07.07.2023)
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il 3 saciaal) (3 yalf 1 4Y1 5yl
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IO

HllbI 3

ellp .

b FB Syt2dr2 oW cdET _ n@Ggxmsbe wy xmillal
2bOB CHpm . UxO3xwF cBCbdDBe kY| m
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bvi Yh.ptpp MpA P GCHEEB Vi YO 043 B c Tup) ENK S yi B3 b

bpbr3b _ F3XY wyHHHH hbIOF WTFTC n Ak

A rBH AN K
1'00c 20MB 2BY Yé HCTSE ABIOAD _ wT F MIOF
MMK eB PCnlOF . wy3sAHIOF 2y YH$HOB HIF p

WTFYwrF? _ WOM nlOw FBM wybHRIOF
Y3 BOYIOF wj TF ble
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lIb! Y

MF TCIOF WpFpu?3 CDEICEF pwed bY yHOFA K|y ¢
wy 9j 9I0F wy33A0 wy3YOF WQRG 3_A kOH|F ¢

13 5oufiane Khabbachi, Mares | g ®r i e : |l a di scorde so6invi
1% Jorge Ortiz Moroccan army repels more than 400 cydacks,Atalayar, 19.11.2021,
link: http://bitly.ws/CRAh seen on: 12.04.232

21° Ibid.
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Ay F AbbF M _9F xrcksGdlk
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WOB D3B3 WXhpBr By ceB _ d4bfF hhbeilO c 1O
EMOYT wj CFt HKM #WyT SyNnx pMIOF
CHBPY A3 br IOFUn AWM IOHF Oy VW IBF w6 3 /1B
0F blh ¢Hef xPYexbEFBH M e  XCOVIHL 9 Lyy Cg
nMooH YK mM3B FTPpFT AF b p@nkOb gneHod OF
QFH3TMIOF ¢cT wKOr?2 dpH My ‘CHF eHD B
N1 OF 3 lOF J¢ P | WBITHOFRMNDE EpIF /1 3 1O 5 ¥ u

wy r LD KET RpOrradiinbyr nufIHORoVe 6 t F 3 K|f

Whryl OF  XyejufuhisOry BaYies Op0E W

Py r 4o
wBHblIj OF FKOTHb <c¢c3OF wBFf NKF wr |
nAK adpF U4 3HYM wtpfFptT3akOF bfrr Kuy

wy APl IOF dF XFy }OF 63/1B wUOBmM bbhlf

216-Jorge Ortiz, Moroccan army repels more than 400 egtiacks Op.cit.

' |bid.

218 |pid.

L WY NUYYIOFM Wy XHXE WO r 4QrI9F priehsHOvUE fiom by 1 y hOBHOF .
6. J2023p CNYAGFIT B _ b muy RyydliBf HOH Fbif FDIEKEY
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Y kD9 xwF nAK wy HH FehrOFD I
oY FOWIS FOT OF s AT nBROF TBCF 21 A0 w?
c DCF I PG N V& IAf0Fx 8 H j Brvbi- 1 d @ /1 10 HOF
6 C FUPptHORD'Y U B P KOF Dx g@wms fuBfT B OF DFF Ot
7yRHF HOF 51 sUYHBF @ X M O 9 FbLIRYEBF 3% f Oy B F B H
wt HpFF30MBAL € r ¥ N NI I0SpeFsugFs & bl icAOFIGF HOF |
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222‘30@9 OrtizMoroccan army repels more than 49Merattacks Op.cit.
2.5,
. bF UOLEXR01S B Id F CA3 € & AxislQff HS B B F @ B WKOMIE T_gd) yor K
112313 . 04 .b2H0>2C3HMp://bitlyvws/gBFq _
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l 6l nstitut de Recherche strat®gique de |
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23%.|bid ,p.49.
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(What are the different types of phishing attack§REND business link:
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250\ MOUHIR& Mme.MOKHTAR, Stratégie de Cyber défense marocaine: du public au
privé, enjeux et perspectiveicole de Guerre Economique 08 . 02 . 202 3 ;. I i|fp n
http://bitly.ws/FIgM date visite 27.05.2023
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2% M.MOUHIR& Mme.MOKHTAR, Ibid.
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25 M.MOUHIR& Mme.MOKHTAR, Stratégie de Cyber défensmrocaine: du public au
privé, enjeux et perspectives, Op.cit.
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(SECMENTIS LTD,U.S. Embassy In Cyprus,10.06.2022, linkhttp://bitly.ws/GXSj seen
on: 04.06.2023).
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2% Michael Sauers, Global Cybesecurity Index 2020 Ranks Morocco at 50th Globally,
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-Ibid.
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-Ibid.
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389 Rachid ATTAHIR, le conseil supérieur de sécurité : quelle voie pour la concrétisation ?,

| 6 a r: http:Abitlyews/FYLh date visite 29.04.2023, p. 96.
3%0.DGED: Direction Générale des Etudes et de la Documentation

392.Rachid ATTAHIR, Ibid.
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L FLa@3mMpmMuF pFj bbtO cxEQXF DM H IO
ameé B RADIOF 37 rerytGF mLUFupysY ensyr6 3O FmmenCE Yo

“%®Morgan JOUYune Cyberd®fense collective en Eu
européenne et transatlantique, Op.cit, {22

WIOMCIOF FTFUY?) FYyTbPHOHT wB A BIE®M MBI KIS HAVFI
P IRV B BT KFVFOR IR i HHBbC T([HTUFSY D3t caprmt @, be 39 Wl IR PG

. (HbF3KF) clFAAUF bFT

(The Editos of Encyclopaedia Britannic&osovo conflict Balkan history [1998999]
Britannica, 02.06.2023, linkhttp://bitly.ws/HjmY, seen on: 05.06.2023).
“1% Morgan JOUY |bid.
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cT _ FUKuPF*21 M GHHROH Y B e LI\ [HHH 3 FAMO  wyy
CHpSHUKFt PuxOr e K ord B ARLIKAYY % F B bl KOF T p
ABWp €k OBFYTH 9 FupTCHIO YR 3 udBMI® HBH

wy t yayFJ 3gR@F wgyk HK wel F3OF Wy
ey? eB HKk " eBRFMy MOF'CIOFA DIBF b.r
e B YMY FEZBIpKIFIOF p F B CHOF  wyj yHIMYT HQFF T ugy)
MUNEN I

HbF 3NOR) App A8 IOF ( CAJ O w/l5F 3 IOF  dfr

_HIBHSY ek fl TYWIRBy, -t BB b b Fug 3G Zhy!
cly COIOF ONDIROF B3HH WhHBIOF KOEPp F Hj 1O
M MK A4 wbl¥y bOAlliad P ewerkOEUrop€SHAPE Wb MiAKR 4
adl0 FMwm _ wyxFO)y Tl IOF 2 @pEFag HaFs If
. 93U I r FORyTMEDLICEIN THmAPRBEUF

“Morgan JOUY, une Cyberd®f ense col Héensesi ve
européenne et transatlantique, Op.cit, {22
20189 o8OwE _ F C32lOHEBMERChPUFom CETy3awlHCK:H Hp F-¥° wr
WOT Ot URY FymmPKOYM8BKpPCKM CHFj 3IOF bmp _ F 1
OF Fwy HAKIOF FIMpmMYM FyxFObmMY cT fFybhmp dfT
wy KF TCIOF #ibFpCL By 3 [ FHEFE &Ko §p HpfetH b, Vb F 3
92 Fp Y9FObH3IKWF NNTDH XHA>3 nlw KlyTHpwwcec & Pp ¥ OB
3B -_wyllkDy MOF -¢ PWPHFY CTTC/upHsFle® wy Pl c @ mMpF
pFOUsHBeF acCK aYl 2uwP®r MeyORVESHGOFF Bl LL bUNKEDF  retd)
HbF3F “WH3t eB wy3BUF YFCTYTHMBYOFO TYYT BF Olrib |
PMF Pr KeF nukpox Hulpiy GROF .F UWpbrplE prod/Mb fF_yHBME@F M pupri@l  uger 1)
nAK bwmyF ag Yij HOROK ciTAErtY KOFA K4 CEpE B 9 IBHBM wH BOF 1
ey 3eXy\FBfF K ey
BM _ HhfF3IOF CAgy LEPIpHP @ F O heFF B R p hmDORAR
. FYb$TATvo B MU EF® DI
(Paul Bel ki n, NATOOGSs Waongessional SResaanch t Servicé n
14.11.2016, linkhttp://bitly.ws/HjQM, seen on: 06.06.2023, p.3.)

“13 Morgan JOUY |bid.
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WIAFT3abHBF d9FpCL WeigagBfF 3 Cdj A or ljfr
bMCIKF FKOTHb c¢c3IOF ( wt O] upyfOFyMH cw Tyllyt
dFpCU eB WprYshHbF eB HbF 3IOHFF effplr
wy 3 AHKF dF B||H A

W FrtECSFhiRes WHTB ITYAHB . c ImMp MU F  p FrjBbs F (|| o
MBpCFHIIF _ Fl xw eblrr lOF evdlliQMF Xy [y
c BF BY 3bll 2 wy 3 3 s Faiitd CTHF b yf 8 O] YO
20 Wl Ty HPFSsHE ) yOTHOR sUQFT GikeAw O 3 A K O ||[ €O
FHTIOF ¢T _ c OBy [ HOE D et ||
cT WE@ECh cxXFOYNy Tl IOF elBF TMOGOFT 2 WrpBllib
MM BMUF ¢ xF Oy KC

BWCIpMIFG hFord BnAR wy T y b YHMBFIOF M 3y Aj 4|10l
C*PINTCEN) c3mMpMUF DpfFj bB3yHA ] HBDp3EKBs ||AF

“*MorganJ OUY, wune Cyberd®fense collective en [JEu
européenne et transatlantique, Op.cit, 22

WA3F b " wyx EWINFCEN)F Y Ivhdm WY y " b 6 10 Vig2r §TOF LiH
ntOw WOl F XEEAS k Ot pF HIOF MDD B MFU yurstQyri@OROR I rets Wit DT
wcFOWb c2A2MmpMuBppbriOh b YCkuyyiasreBE wbhrylOFm [y
EU _ 10 wyAydj 9lOF 4fpt3g3rOF C33l b . " HLK euyiOm 3
.cO9MmpMuF pfFjbbF ¢cT _ FLUKUuF bwmMCHKF INICENe B y [J|™m
ClyrHE0EE URSAR XAT fbryT FGme B U O wy M pEWUNTCEN®B ¥ KIOR  p og||t
r y dr NIOF 2WIBD ddarmGHrs B 3 gy Wp HTHY X nAK Wit 9F
c WO3al r IOFF CZBDHOrakpRK HIOB. WT PpF 3P g HF dfFrBHANB nHlp
FYXFyPwM FC3HKM FYOFTTwm Fyxprtym il xOTllc
EAtrtOF _ FLIKY WMNB WF 34K EF 2 LLHODbI Y THOP bOF Ok wkyr (|| B
. Wy BFBHADCIOF OTpfF U3 OFmM wT ObIFNBRI>Dye@m (Tt DH|[DOF!
Qxrr A0 wydynNi b bf AbF wrfUx Oy TrH/BUF Y HOF F ug XN F
Wy A3 2 OFOl 4kyook HITA K¢ HIFE 883w o peeHDBYR m AUFIrT ey A N FACE ©
Woanty eB 6KCD UFkpuwF wj TFf BBTEENupy:HRp FfFPkaphlrll| uy
. FUKuF bwmCH c

niQy it B Oy y20bl 26FHRU Situfition Centelb HF  a$IMCENRKIIPZ EE F K M|l B
OT 30Tl 5w3k8 ¢ T ¢ IORBUHDHCENYcrImip MW¥FO opTFF beit0 N3 F s|IPF
Cc2Omp mu F p FEEAS-EBpMGETSHOED HRPGhes Ok EU INTCEN @ 32HOY1 1

( http://bitly.ws/HjU3 : b fF Y r.}OF IF
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HUISS wyssuyF df BFQLHFK cQ™MpmitlyFi 5|
PChrIEBfARCTRI YA H CSDP . IO wAYs B wt ObIT W
PCk Fnl0 wr 33 i0PF . B mECIY FPAGFBralpre
L IOMp MU F  CcuxkRFDY

. 9rBHANT IOF eBY WHKF bmm @&NVISAWMp mu F
LWy xF Oy lIOF  uybFCYrlyipEH |

OplOWyBPHOICFPF XZDITAaRKR UMEesB pPpFjbbF W]
MFTUYOFM _ F UKy F bwmCAKGEREFGE) Tt 303bHRY

MENKFHXY ByFaPRAQywBPORy 1
QFntOF ey? XyIl3g3lF W FYDb wy s
wy X F 3% yIIT BRcrH’EFD YsryTEOROF lyy Pmp MU F m
ad3 N1t _ wr CrvIPFP KGR yanftOF KBy KRl TKEPETR
cT wrkprplrA cxFO¥ylNOF WF TCIOF X
OO bupy A Osg I YoMIr6oms . MF TCIOF Wr gt B 93

9r K pF Aw CHRTEnN roFshy® DO pIFf BIOF  wy 2H Hllj

MUraor lOF es _ WM MBM . cCyRgX L FC THQ

eB WIAFT LHuF IOHBp CIKMm IOF HK Cc 2Mp MU
HM(soCy AHYyXCrlOF FkIOTCT cC

“®Morgan JOUYune Cyberd®f ense collective en Eu
européenne et transatlantiq@y.cit, pp.212.

“lucaBertuzziL 8 UE pr ®sente sa p 6411.20226WURACTHVE liec y b e
d e | 0 katp:Abitlyons/€8yh date visite 30.05.2023
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6 C FOMNFORKMTF FUHBHM S I 3 f KoK X fin F CIAWPHORF
n AK 9 bdtyywpARHAMRIQFF Do 0p B i FH IOF wy X
HbF XM c?2MpmMuF pFj b
cT 6bljsbh c9lOF 4F Oy Bwp VOFm BIPRFH &

cCcTFONTKOF nNlke prgisGEBE NI Mr 49O S
cglOF wytybFO3bBbvF M wy bBFylOF dF

. C3BRAFETbyyBmpmMuF OHYKF eB CT1CJ

M 20NIOF Ny ZDIOF
Wpps WHOFF D11t IOF W 20UM WM DRAROAIBIOEH Ygm &
_pbPFN2uF WpCNgage dHfF UK c¢cT c?I9Mp ML

_U4FpCbhr IOF ¢ K wFItro®F  Siyp Gilpy BKFBRMG)||C

D] JNIOB MbF i¥XF pYa K Fa n AK _ cUT OT wH
UOMrOF ¢cT odPBDHEeBDMPpHOHIBF Pbijp ™
Wiomtom - n3BY bfFl'bh CL cg3lOF YFCT
ctybFbDdBBB AU _ Wy3ImMpmuF wyssuF
eBY ndK AfrY) OFmM wy3sBukF OAF bPr KOF

B PBHIT
pMCIOFmF O Op B 2usmepF O P bKF Fub
Wy X e KHOemF U HAX ppuds kysmwmmp UB Cc T i
bFj bl WRMNOABMORK HWT YCONMOFC YMvpKM L.F P
b hralHhw ndK 6CfF UHAR @3MOFIOR TOXKT J

“CMor gan JOUY, une Cyberd®fense collective
européenne et transatlantique, Op.cit, {22
t bF YT WOF 3 06130FQ, cFYMPTMUFFBY b F j bb F
30. 11:. 2O2QHKips://foitty g/ wiPxl
AT YRt O
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eB U F wr 3.3@nRBN BEOENANSTo brr il
nkey el e RKpUrbpt TP Ch . 6 CFCIOF Fnal At
HO0OAFK c¢T .9Y9FpFOYIOF eB CT9r IOF
NMBSCB F 2mMpMY ¢T aMppagpioBmOern b Owl
4dF Kf rEeBHrg rcldF Ny 30 B G0ONB OR8N LUg
PPPHMUF cIMpMUF eBULF D wy!

HbfF 3KOFmM MWOMNr KOF ey 3 HY5frLiel JIGOH K AU

WCK pFHjMPMCRE MRMHETSA elefy FE BB OF el
aF K ¢cTm . (ExHbwm [ YOK{FADKF QR FHosdr

AMFJITIKOF dbfrptB WPpFTCEC bbbl erR00gH
wr 33r A4K0 JFPKOF pHIT3KOF aouT _ FOy>
COK _ cxXMF/IZ0BReEuK OFppwCMMecity
anT _ MOMNr kO3 XANgT1 FryT . BBHhHIT

“LDomingo.Torrejon La cooperation en mati re de sQ@[f

| Uni on E u -elle pn@oatoumable?2(1&, Journal of International Law and
International Relations, Universidad de Cadiz, Espafalink : http://bitly.ws/G7L5 date
visite : 30.05.2023.

22 Ibid.
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cZ0 2 aFKO] 3HOF M O3KFM HTHKF c¢T 30Yf
cT 6kKFlIb cxPPRyTHWUCWEFY TwwAsrFY Aj KIF
(cxMF N13OF eBuFm dFBCUF WpFpwm || C
“MF TCIOFM WUpOIWOF c 1

_YFpF 39 KF WITENH®OFH by BGOFY KpFn 3e8B  EmtWHlpar
e FINO FRIHEOWBETIC CL pMIOF TUF Mp wp We B ||p Bl
ey pHYIOF WpeHph$93iGR0 _ wi9MA ORI 3bwv CH|PF

€.\

. X 7F D wymDEIr IOF Wy T ouyrsiEBE  ugffFeyy
-JavierRoldan Barbero,la coopération en matieckee s ®cur i t ® entre ||

| uni on e uvellearnEeanteunnabde?, @048, liehe | & lattp:Abitlyewis/eHdf date

visite, 10.12.2022

25 Cyberdéfense, 17.04.202®)rganisation du Traité de | 6 At | ant | ipm de Nolll d

| 6 a r http://billy evs/Gb8x date visite 30.05.2023.
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“Christelle HOUETO, "Bilan de la ratifica

cybersécurité et la protection des données a teaedc 15.02.2023Africa cybersecurity
Magazing | i en ttg:/bithvesiGbJl, date eisite 31.05.2023.
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66662]) X3F h20i13s
3% Abdul-Hakeem Ajijola et Nate D.F. AlenLe- ons do6Afri que -en
stratégie Op.cit.
*“%Mourad El ManifrL & Af r i qux eéfif proditormes du cyberespade.cit, p.15.
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UF | &Mpretbhy it )R YK MupeH@EY 1 @ Nyy 1 ulyOrERFy DR 3 JICH
b p g 3PMOIr rBIEIE B wr Og 31 KeRyNOFH KT FORYJ A rhOA
FTRYEe y y YO ICH0H FOF @l FOB bt 51 f] PoIORy g B FRFTND /1
F)y b1 YHY FH4KT Tk F D ¥ WHYHEHR H r nhdAlfp QUHKKpF3M
a CIWFIR BWFIOF HF O by e FMMHT x OC
WC KPP Wit y jn OR HOBRIE YOG T iy 1Y F KR
dF CTcAUGCHIFID 3 rwoRr ¢ W g PEF-§ KDIOF e AL |
WT b yF=ET D 3™ dw 4 i bIEbagHTT THgYlyy x F O3
fpYiey s f ESIYICOROD FjwWiRF I0Echw® F g Y aysr b
Digital wy r gl@ O s B)Fmy b FEOdi 2 BC I M p My Fe blp F
cTr LhFHBm Ut | C 9'C(BEM" Cooperation Organizatioh
4% 0 3 aw BACC 3 PrRICHY YA yHylsFIaORT Y3 ¢
nyYlTt 0 mMEHKBIOFY FIPRc BfSTHEHOF o b il 1d
" HIOFRYHHIEMWAIK Oy KOp Oyamwm _ FAar
MY Y3WAOFOX2OH 483 FAXPBIHOIKFEF 6bH XY
CXFO3yTlHOF eBuF O3%3/1h UKWFCFB Wy
bF MWpHF WA nAK UUpFH c3IOF bmCH
cT bmMCKF umk 9Y9OhHh] xF . wyydTtOTY
wiOmp O36mM _ HOHIHKF _ bfrplM3yh _ FCx
Wy UF YbbF EbIK 202K 120 eiHp gy 8 HH @ ERH

bl eB Wyrt A0 cr LULOWF pF Kk p(@©G® ce yBtOF mip e

p [CTnieB DN KOhT aiTHes Ot DCOWT H UK 6 LIb . cr LUOKF pF

cXCrlOF MragstrlOFmM wyBHbIj OF Oy O dYCO3HAMBOA M U
(Digital Cooperation Organizatiohjnkedin , .uy LTHEHKBhHEHOBLHT T OitblFC rLIHbH 3R2\HI40
link: http:/bitly.ws/GdPg seen on:31.05.2023)

AFT KM FT10y T wxw QUOB B HoHEFM 212X D) § WOFHOMmI r 60H x M O

(Riyadh: Morocco Joins Digital Cooperation . Wyt pH N1 IOF  wy 22/ OF  wbl
.OrganizationMaghreb Arab Press link: http://bitly.ws/GdVA seen on:31.05.2023
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WARIOF 9FM wy Cfr3tOF BCFNKKF KOTI 3
aFOTwF eB OlFN>uyF bfbllyuF MF3 ®D
CNny wmY _ FyrtlOFK awnyYr tOF HKFX FGjMO _
%k yUTOTY dYf B

() (5 sl Ao ;A0 &l

D F B\ QLDYF e3biF KBROFh & 0N C 5 I8 1| AeH@DF C 3THOF
GQFpbF AradBwmr $F B0 Yy IKGF IvnEE o HKF
My oM ¢
NOT Jby hibaU® pugHF p QUOFFOM CIOF Y9 Fp pF 3T
FrnsgatTCt oCemM _ (nHOMyuF WOUHY HOREBWEY
. (wy xfF xOF WO

Al gall el yalaall 5 coilglasy) - 3 1 5 sasll

Wj T P MM 1T RO G AT TARRM F JTKIFEIRED B

F 1 b €3 (@dntion sur la cybercriminalitConseil de'Europd WYy X F 6 § F D
2 0 0 D2 3T 7 MCHBSE B F st @FMPNE AN B auG M K
20CAyIOel T MYy Y3 3lOF Oyc UdAsp c¢c g lOF
EATE F Ll bwmE REy Lif MOGBEHEMY? F f y BF WO/
W yF HO& JEt [EF T © gQE > MepF 1 W F K js OB M Y
MWD MWy b F B FHYBETIHFEIR 3 FUBXE T ybHOMC

ey I'Wbw 6 I FHOMGHRS HArHTOR) | Moi@BF LiF W6 B B M
W tOM o iF Bd1kMb F R (o DR F B § FOBMKIOF Uuj) y3 AR Y
E p OBIWT pBMHEIMX B I FcOR {6 CIF 08 SOEBlgy b F B H

w30 c hbi IOF WIF MOF 49F M YrpdyTTwWFr HRFF j uymerErd i@y Grg
667 _ X?IRB1lAT
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6 ¥On B bIYCA to Wihbl A /1 Mac Tyy L SUFAEE L p R B2 1
8 dnFtPm @ MK T b

Xy b nlOw _ wtHOMyF 3y 3hHh ndAK _ c
dr N7 O1 9 IORYypFrosgkyFD IRFfBF> eess Wr g 1 r HOR
wy UF Wk biFAK d9fF 1IyUHIKOF 3T a4Y e8B
bmMCtT pY eK 2717Cj) IOF C3X0O0 AyyK kK WT FJ
Mwyyr ULOKF wr 1Ot OF wj TF bl

0 H onMBYC W D 2y y »ufr Or\G; I FEPYbD NGy Ml F/ b b F LS
bMGICEyeB anyWEycckhMOH FPMOF W b relSaAir O/ 3
Qy2>3_pbH bl HEBIAY U MXrpHvE C@ B MF Wy KDeor
n 9Kk F W EF D hw/HIOPH 1 BDFRC /1 3006E p F BX yAAT 3
M Ty ORI WD GOFGn 3 WOl O 6 A

cT WUHYCc wogTHFFOMCYM YLQeRymBOT nofBKr ¢ugyRLEPRY
. 9F ] B BRI AT w3 Y didnboy LG Wbl 1
CHOF X 63T 3 AHIOF oHIT T KFH o AKA & XD
FAXHD eryy 6PDODARa aKRBIERLF OWMT e IOM €
FATYx U@ 2c2wvipBnAtwyy IOF Y BFY ®BYE XY F 11 9
6CFOTIOF wj TEKBIEWM okOGE KA IOF M yA 8 KF
yy xF O3

105083 JX?F HhUDMDHEOF wiOpd DYy HF pOP p e ) FOFW \Cic
447_Bruna Martins dos SantoBudapest Convention on Cybercrime in Latin Amerkdurief
analysis of adherence and implementationin Argentina, Brazil, Chile, Colombia and Mexico,
English Translation: Gonzalo Bernabd, May 2022rechos Digitales América Latina link:
http://bitly.ws/FUp7 seen on 29.05.2023, p.4.

115068 J XL hHMOBBET F pH yy xHORny |
49 Alexander Seger, The Budapest Convention on Cybercrime: a framework for capacity
building, 07.12.2016 Global Forum on Cyber Expertise link: http://bitly.ws/FV4T, seen
on: 29.05.2023.
50 Bruna Martins dos Santokid, p.6-7.
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_ 0 ¥ K HA psYKY »uByd B IGIQFFUDy T LIPRY v F
6 LI b X pyy 33OFHEB wiupywHbH b K& SiGQRR:D IR IF
WA he & FOBu4O08p or G 3 by [y 3 T MEBQFAPyT YK # HORF 1
WK H retTIMOF Y AUF we G P8 &rATCOBIFbMX ®H 3 j 1 |
Slyp v pw H QOB YSHGHRKFOE® K o BT 3 F
o fOF he WX GHE®B ) WY BIKYbHhL Fii 3 H4c F §
PCnb Ul IF o F WYAEF YWHF ydomr byy AF O
O3K df YUYy Uj 3 Ay o mMEY F BIBFOMH C ¢l YOk F Hyldl
ntOw 3y bO3OF bHj b _ WOy>suF wxmdl

Py r ULOWF wiop u F

e CT 6 fl QEFKF® 8 1OF hyw HRi@ER vl ow Dt ¥ B

WC ) @r 10k R IOF Wy B QIO M 1P lyly ¥wpyNem FC HO
W Tor Ty LIk W KAk YORY @aviib i Y T_O T YWIOR @ Sufftyy BQFy
wy B bliM.OY¥w AT Cyr (TR BOF M d®E F B lycs IBQRC O
CFTn T Byp Bl & B KB & YH+r Krr Okt pak STt W YORWIWY KD

Py 3pAHIGRIF

bm@$ fOF kI H DM fOR & 80D § ¥ 9 WOROM GtpE 19 THOb
P HECT @ A DD D ykHipg GHHR TWAEENEKY /113 1y YT,
c UA9 8Guy oM GBS xupA OU) 30E& R F J1SFHEFMBEL Y]
0 K CII_LJSJFOB KPH pOF M D sbELE¥ssYF ) Bl A |8 FOAD amlF Bbl |
WC|YrrTiaM YO b MEDED @ % U p OB BuM BRI T STH

1150868 J XF OWMTEBF k wy xF 234°F IOF

452 Casper Klynge, Cooperating against cybercrime: 20 years on from the Budapesl||

Convention, 16.11.2021, linkttp:/bitly.ws/FVur, date visite:29.05.2023.
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"Federal Bureau of IOF §1 € \H Y-I@FbbmiOFF A & Quf® By biT O
2 e LY R USMEIMOR 3 HIGHOR FBIF Investigatior

~

_oT®DBH 2 FYyUTOTY bf Ml YOpHE g B YOUEM?
. WY XFOJYYyMNOF 6CFOT AKF P Mg wwmF sp
6KPHMBRN)CAT3TIOF pFHTIOF _ FBOl 6K
WpFpwbTes wyxFOJ3y [l IOF 6 CF OfdaF akfH ¢
"¢ MuBtvrejFb WO
®O1 OF wyrssem c?ImMpmMuF pPfFjbbF ey
(Euromed Police®'4 wAQl AIONGCYBmMpPbBE> €B F )
PCkJmapK. WOs i 2 ORKTHIOTIODMIBIR B M e
QCFODREORMpMUF pFj beillO ¢ 3H3 1T KOF
bMCT EYp nd9K wyxFO}ylIOF wr 120110
P Er KU
cr OFFTA@FWLF cI92@dMidF Kb mjalBb F F GHujp MY
AYl 2 WHHT IOF c¢r FOfGLAQY) &YX HB ) WIMK
wy XxFOJy MNOF 6 CF Ot FORGLACYH) By & F DR 1 IO
6 CFOT OF 2 wu SJDIr EEBPM d¢ T1 B BHFFZ HOR W MO
CcOMCKOF agmfr 13 OF ¢ T .wsyr N DGR bhUKPOCHF D

10.6JX3F DOWIBE Et F_kp HUY Dk F2DWly L]
CnNgpdFO?d cCFTtTPOay@xPPHYy KIOF 6 @RI OB M T c-THLI
23J20EH yXMHprCNROBFHYPBIOF Ny 4 F
2430 yYx-*ftor
6CFOTIOF 9CFIB cT clOMCIOF pg:mGIIACYOF HcCT rABFD HPy
le MO F MIOBIEFXMOI bIOWF 6 CFOTIOF Yl 2 Ul 2Fp
20106 BHisHAN1 331 TH
(Action Globale sur la CybercriminalitéConsei | de | EBor odpes |
http://bitly.ws/GeE,Jdate visite31.05.2023)

cAIMPpMUF DpFj be LAY WOQHDp OB Wp kmIB bIlOWF®® 6 CH
Wy 3y bblOF FbltTOdBYM Opf niOR_ By jwyRRFWyyYy EM dfF g
20168F K c GLACK sl kD IpgmKEMY 6 CF ax nAK

("GLACY+", Interpol, Link : http://bitly.ws/GeR2seen on: 31.05.2023).
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brFj) bbF aFCA2 ¢cT wy3ytTpCh 3r1r K €EF|t

T Imp Ml
YN B ONAF R MDY DE B WG B © WO T B

UONK KR Cj 9 IOF iiB Tavmub@K IOF y B20D7E ¥ F B Clf

AYl 2 wyCrps3tOF wlOFCHEWR b [ DE & FOF
U DM rwWyoORWmhF Yesbblim O 1 rwyOF yIBARwRHSEGND A 1y 10
Forea yy Fduerl F DB+ b GIR ) IOy y WERD 3@FROT 10
B KCHF cUUdAs 3

AY.FMmOmatOINB FFHE X CEBOMBEBIA@ b 6 Op ™

0 F 9 tOM C HQFO 1y py b/l Ui i NEOTSHERE F SRRLLI(
eB WCcFM ck 9my X F O WCIK FORO ki r Yy irULIH
calk iF Pl CAJIOF Y nplopyr IORMEOR4 IOF @7
b bofM¥ /1@ IOF e B b@ A H PP XITHF & RER yAIKIO
blb ¢ T wy ewTyrFL HIQFRVH | kRO YUORMPYGE Bvitb IS
Pl T CA

EAtB _ FLUKWYOAB awmikmidhpI¥QObd B e bir T
pMIPOYR YT pfrpTHOF w3lMNWF ¢cT _ cAFOUYrT
cA>FCIOF eBUF WyH&WI UQGFA KIYK FATFDPY | H F

eBUF Or ap K GOMBIYD vy v Illlg Y b g w sl 71 By

25JX2F hutxFDJy I IOF 6 RID HKaFm 17 athorHIR

2®5J) Mrywxoemdrmsrt *AuTtp
“Lper sonADF) LOAAT ri que combat Afriea Defgndedoram, i mi 1
Headquarters U.S.africa commandplume 12 2°™ trimestre 21.08.2019, lien d
magazinehttp://bitly.ws/EJD2 date visite 18.05.2022
aF K wTpHNnylOF wiOMBIOE FyHXK®DT@bHbF BaG3kKAVDIFG SUHFF
O ¢ FRROGPF ¢ TaH YT eMERWEOLY. LUGQY i . pHOEHT T c Tud p YFP ¥ha0l 9 4 8
1984 afrK ey? .AFBUF?2 AMONI 1T Fwmbudlhm 6%D0 6o HRM
wy 20N1KOF 6 nXxfF AMY FHDBOb MY FMpOA ppHnT CIHOY
WCj gr IOF wyRONEFNGEPFsmFpfHlAKDE eB DOYEFK Fm

aBKMe 0 YapsiTmi 3K bvpdpe B AKOM. QEORME Tp P Fhcdl) 6 y KFFOYy g Y b F
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QF T bHIOF ey cxFOYy FTWOFD lerstOFF cRFkD
M OMr KBFT O Y I0OF M WC| 9 r-#0F k RyY O N1 1§ L f
e By Wy KIDA B C T OR 9 IOF C ¥ T yodCrHOFIOFeMTU M

oHbT WCT C'tuwoFwyyulyLBBYYOFMBFORM M F2mag ntaF

cT pOGCFIt cxFOtTw Mpfr4b pY CVY
e xFOYyy MK

Csaalal slat AaY) Letaan (g ;AN 3 jadll

Cj h3EhEGYM nHOF ¢ T o' FupykdeF FOp3Hy IFT4@iFR XI5 M
Oy THb c¢T wy tomCIIOFW YW QIO by LAY
boiawkps _ WY hHh?y WCFHE Ok MmwyuKArDBBIT 6 I0F |
U x O ayy I Hyr) LI F kBB 0 1a3fF A WHpBpFF'#p TF |

WY Ok U BiF u#F Hr Y 9 b Ul | wrAHargesary
b o FAupbTofl A 3UEFF T H b B N SY/TriGBd B )b biNFQ $OF y
Wy B b Fuy Yol wy sk uEprs [bekTGRE y ve Nyt RE@HATD H 3 T
6 n b T YV ysbv € OB bl |9 RBERGbIA i FleMdg T B B H 3 T
2Oy r PEIFOFY sOF € M> @ sl B bl CHhRY By Pk F O 3

cT ORBpYyEAATw bprprl c¢cT wlomMp cxp A2 @JNFBID 23 A
2020 43acHIY g Fbul OFN LW FuythlF .Yy hCONWIHRFD TUBGNAR HSHE)
L, b B pikbag QFOfm M THees WVHLMIEN JTH ZLGKPOgHRIAYee cTHF UF Ybb F o o

WopmMFyMHORTw brfrrl bvmp ¢ T wdaAl Al 91 o dRBEKUEL Y F

wWUTr3rtF ¢T wybPFylNOFM wyKfFrgtsFmM wyssuFm
(Karim Mezran and Alissa Pavidorocco and Israel are friendlier than ever thanks to the
Abraham Accords. But what does this mean for rémst of North Africa? MENASource,
07.10.2021, linkhttp://bitly.ws/IBPq seen on: 16.06.2023).
63 Barak Ravid,New bill aims to boost cybersecurity cooperation between U.S., Abraham
Accords nationsAXIOS, 31.05.2023, linkhttp://bitly.ws/GnJj seen on16.06.2023.
64 Clémentines Bories, Appréhender la cyberguerre en droit international. Quelques

r ®f |l exi ons et mi ses au point, OpenEdi {}fi

http://bitly.ws/F92Y, date visite : 22.05.2023
dFpfrl WF 9FpfF 3yP3BF eK wHom quwHer(NSWGs e YOPF -¢& & b A
dFOJF @ rd0fg WPGF2MK A F B MO b .upypbfTkO B LW C QR HibK YAF
. WCj) 3rOF 4dF T bHKWF ¢cT YYFpfrFr3b3abhHbvF 9
228 X2F HhUDMNDHOF 2 FnUYyUj b dE ebyrsBvr F

159




eB wWKWIMBAMI®IAY cCcIOF dryUFYbbF [IpO
eBY?d XANsT B ¢T wys3sBY d9FOMNX P O
SFCcw eK d94O2YBY d4Yfry UF Y becdrW uykk K raff(s
drrt ntOF ®fF 33 BF EyOM _ wybfrsHANT|OF
FTOoWDNIA®FE O3Y ¢ HIOR r OF LLOY HIRE aGrHolf| k-
93U eB WwWybrpBHANT OF 2pFH] KOF 2y 3|fb
PCIOMCIOF aMF 13 A0 wT p HbIOR F ayBRbB HOM|m L
AFCc Fnt0 fHie T pWCH BEEDRD Lyy Hp ¥ b WHb
MUFH?D JFSIBETFukpg® D BWE wOmmEF D il b
NTMMIIEHR Y C 6A3r lOF 4THKFM Xyr J1HF
FM YrBCPIKFM wyy 3 PbHKaFT uBrhbG IBErtO6|F v
3k 3 3bll 3 4 Nt WHIon Mg By FH RO e -

cT B YTk FDRjysLmMOOF ¢ T c IOy @M HKoov fFwTlff K
bwp b@p Fnsi b c9glOF dupyCrFCoPWAFORA| T u
OQyAYh FnBCPT B FATFCKY Xy WK |y
P xFOJYyOWOF 6y33b wyYy®rbHo ARy D
_CXFOX}YyTNHWF bFtrtOF ¢cT nr 30OF paH|CS
WCK aFO2w O3Ybh ¢cT Oy3b SIWF34dH | R
XCFRKTM_ By FomCIOF  SFWhL Fuytsl iy riam R liF

222 J J _ XDy BFUBEVEOFKBF cBF 3h pFm 3KT CccH||am

%8 Aude Gery, Droit international et prolifération des cylemes,Institut Francais des
Relations Internationales IFRI, France, Vol. 83, No. 2, 2018p. 4354.
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UWF 3 HIW@F t T wb fedblii@m F 19 IOF  FIMHOM emm [O|

Ay y HOF |
3 BF QRN EF 310OF 2 XANsT1 FryT HydAK
K M OAVFr IBQEE O /1 pliyAh AdECHM IOF  aur C3BkBu e F

WKOTF KO 1t BBXOFF/TKBF apdFKAM 2 wTF b 0T TiDH||f

. WYy b fFBrHCERmAOF B H TIH;
AMF /13 IOR BK o b WE IO W yixY FRSYP H M Cra [CRB
WTKY HIOF IO nWMHF LH COD wCcvk® XQFEIOFY 1 |
WIAH ATl
. WCH WLy ¥OF b F _ LissbK Yo TWJ pupiT HOQvbt BHEEFtHITDE y
-~ Wy xF Cy B-c ¥Om Y FOFwy TAQRURPESRDESH B pU. selblr o
. OCFOtIOFM uOMNr lOF _ eT CHAYIOF
2BbOr AOMm _ ¢ 2D 13062 reBH) F ik DyNuh I 3ciOE Bl
c %100 w Tl x nesBke bb ebh [PFRAEEF3 NIFIOE e y [ 1 |
ey 3@BB ey X bl xIObMNM ROK / THHQEBFHRAY/TTT HPSGHD 3 Wi
cT Fr ne .2PRaHFLENC D O® M @BPCEFP0 ey 9 HM
MY ErryyuUds

CKFOJYFIOFT e@y Kl 00D @ B pudfil Hop Bl

DK wHlca HF FIIGFB X XFOR Yy WFr OB oS A DH
Jbbt FB cTM . WCFT RMHEC A BOFC x F1T IOF K

AL 00%F N9 TIKF T 20K AIBIAG IOF Y 7

-wy BFy I IOF ¢ B SPBBE W IOWE MF IOAF v LLF Y 3 tOF Fg F. rryYA*t TP F

: bH> CHOftp://bitly wgDI§K3 b F Ur OB . D REOFZATFIOROgFY AX  pFr
21J17.04.20

"2 |ndice deCybersécuritéAfrica Cybersecurity Magazine, f evri er 20 2:2,

http://bitly.ws/GfGd date visite 31.05.2023.

473 AlgeriaNCSI, National Cyber Security Index, 26.04.2021, link http://bitly.ws/Gi9d

seen on: 31.05.2023.
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nAK WWOMNrOF aCybh fFydAtrt On371 _ wyr
bmp O3°Ybh Ot Vayxpp OB MIOE blIkDMp ¢ x B P F
CXFO}ylNIOF 4 BbOKF w3dbFHB cT _ whbF
. cr o
4 AT F oBWy XHIMF Y33 ORI AQB R IOMF ¢ F B
e B 0 V05204 H »2p20HQF®r T 2 OUIF HOHIOR| W1 ¥
.C 3 A/HFHIGG BB apf MEOEF O 3
wr Y By OB STHRE Yy & m O BB ok EDAgChOFpRK
aHpwiIBA KHF Kaspersky)c bl hIOQ hfVEF020a FCKT
6 noKAYPHFoHyT M leufl=Y Bp F .Z0Z0vH y »OH 1O WK F O 3
2T Cqo eepHoYMHOW8p F | AR Hhw P YopBEERKDKO H B C P 3
e T OUpHG N HIOMMYe ¥y B y & 86 U M3DF_ W HOH6r fj Yr HEY
NA MYy T 5k OB HD @ H YOmeO@6 p F [ rY3 w 15D KGRy
boie © n ¥ AKAa RPTT 96T 1839 4 Y MounkBr PTHAEY
FOyBF
c YT p ruhys B Tyr6I2 P BRIy EEMTa fdfe HOF X
F 2 Mep@fN@HYOEB 4 H BIY HAGD MNP GOFY. m D bl B Tdrr3yhh
WB F €y M HHGH K @b BTy L3 & FOPESHN Fy YT
18 ¢ T(CyberSouth 2 m OR tUp BFR3A™ O MNILOHFI N1 S F p
c D) Ue | mIICFFIBGHY H WREOIOR fFOFp pI 2B17H T F B
4 17 p G@F 0B pHAFeHmIyhL M ¢ X FeDsdHyF THBR
b M QUQA W IBHFRBIO BT SHe@r HOCDHOIRA KDPH B PR Y
LA H_NaidnhdD Cyber Security Strategy of Morog2013 Wt H Y |
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A Jaail) Ladla
UODMr IOF FTT CHOFF Oy HKaFy YREHBABEIA Ke ]
mMsys?a wWyrMmMFC eB c¢cry333KF C/3IKOF
_CclOMCIOEmMME Ay WEMFcT Por FOF et CNYIO
. OCFIOTIOF M MO
cT cxXFO}yylNOF WUFTCAI wysgj glOF wy
F/N1B e T CAOMIOROFmMY ca w ¥Rl AP IOB i ¢ EOF IOF j§
nAK wys3BY dYrpytybFO3BHBF AFY33BTN
wy A3 Fp eyXxFHLU etTCAXYNAK aA4Y Fr b
_6KF NIOF bmMp cUF?2 pFOO ndAKwM
cTm _ wBfFK wYh cxFOYy Tl IOFF H UYFKAFY K

wy F JLUIKOF Hbll T 1 IOHYD-ccmOATD FQFT KOk HJk

. Wy XFOJyyMNOF 49 UMOPKOF wdAB D
b _ WYy XFOY¥y Tl OF cdlf supyPDAIBRF/IHEDE THAMB |
WXMR tTFrp @ tOfF OCFOT KOF Wp fF T KOF c ¥ CF
MOMNrOF EmMrth oCB ey?3b _ wytHY| HOH
. CXFO}ylNOF 6y 33934dl0

gF yUF YbbFM wtpHjrOF 4T Boér IOF n
OHITTTIOF nA9K M _ c3AHIOF oH3l T IOF
. CcOMCHIKOF |
CKFTCIKF FnBfF3X c¢cT FpHBRLU HBbI b
nAK ngcm . bptrlOF FmMk c¢cT w93 WMHK
wyryAUwF d9f T HBorlOF eB wKHrts Ws
6CFCIOF 1hynNH _ WIOMB nl3X B . HbF *
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*".Eitan Diamond,Applying International Humanitarian Law to Cyber Warfal§TOR,
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“92.Edouard YziquelEvolution durapport de forces entre I'Algérie et le Mar@xole de
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